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Important Information Please Read
Security Administration Changes for HRMS Upgrade (Launch B)

Launch B provides new functionality for E-Recruiting and Grievance Professional Users:
% E-Recruiting through the HRMS Portal (Available 11/22/08)

% Some E-Recruiting and Grievance reports available through the

HRMS Portal Bl_Reports tab (Coming Soon)

*

Users who want to take advantage of this new functionality may need additional accounts and new
roles in the HRMS Portal and in Business Intelligence (BI).

Below is a summary of the UserID accounts and setup needed to access this new functionality. For

specific details on how to set up each user, please refer to the appropriate sections of this handbook.
Agency Security Administrators must complete these steps.

E-RECRUITING USER — Access via the Portal - NO authorization for Bl Reports

CLIENT | USERID ACCOUNT ROLES (One or More)

EPO 8-digit Pernr account SERP_RCF_ASSESSMENT
SERP_RCF_DE_ADMIN_LIMITED
SERP_DE_RCF_JOB_SEEKER_SUPPORT
SERP_RCF_DECISION_MAKER
SERP_RCF_MGR_AS_RECRUITER
SERP_RCF_RECRUITER
SERP_RCF_RECRUITER_LIMITED
SERP_RCF_RECRUITER_SUPPORT
SERP_RCF_REQ_REQUESTER

BIP 8-digit Pernr account ZS Bl GENERAL_ACCESS
Note: may have other Bl roles for HR/FI/GR/ER

HRMS Professional UserID - There are two different types: ER_Assessment_ GRP

PORTAL ER_DecentralAdminLimited_GRP
LDAP UserlD: This account already exists in the ER_DeCentralJSSupport GRP
portal. Users that are part of the state’s Active ER_DecisionMaker_GRP
Directory tree access the portal with their email ER_ManagerAsRecruiter GRP
address and network password. ER_Recruiter_ GRP

ER_RecruiterLimited_GRP
UME UserID: Agency Portal User Administrators ER_RecruiterSupport_ GRP
create this account. The format for UME accounts ER_RequisitionRequest_GRP
are: agency domain\username (for example
dop\mickeym).
Map the Professional User account to their BIP Pernr
UserlD
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E-RECRUITING USER — Access via the Portal - Authorization for Bl Reports

CLIENT | USERID ACCOUNT ROLES (One or More)
EPO 8-digit Pernr account SERP_DE_REPORTS_AGYWIDE or
SERP_DE_REPORTS_DIVERSITY or
SERP_DE_REPORTS_LTD or
BIP 8-digit Pernr account ZS Bl _XXXX_END_USER and
(XXXX is 4 or 5 digit agency number)
ZS_BI_XXXX_WBWT and
ZS _BI_SOW_WBWT and
ZS BlI_GENERAL_ACCESS and
ZS BI-ER_ANALYSIS (Infocube role)
Notes:
If this is an existing Bl User who has a POWER_USER or END_USER role, you only need to add the
ZS_BI-ER_ANALYSIS role.
Depending on other requirements, the user may also have FI and/or HR and/or GR Analysis roles.
Centralized E-Recruiting roles are handled by DOP.
HRMS Professional UserID - LDAP or UME Bl_REPORTS_GRP
PORTAL

Map the Professional User account to their BIP Pernr
UserlD

GRIEVANCE USER — Access via the Portal - Authorization for Bl Reports

CLIENT | USER ACCOUNT ROLES
RPO 8-digit Pernr account SR3P_DE_GRIEVANCE_ADMIN
or
SR3P_DE_GRIEVANCE INQ
BIP 8-digit Pernr account ZS _BI_XXXX_END_USER
(XXXX is 4 or 5 digit agency number)
ZS_BI_XXXX_WBWT
ZS_BlI_SOW_WBWT
ZS_Bl_GENERAL_ACCESS
ZS BI-GR_ANALYSIS (Infocube role)
Notes:
If this is an existing Bl User who has a POWER_USER or END_USER role, you only need to add the
ZS_BI-GR_ANALYSIS role.
Depending on other requirements, the user may also have Fl and/or HR and/or ER Analysis roles.
Centralized Grievance roles are handled by DOP.
HRMS Professional UserlD — LDAP or UME Bl REPORTS GRP
PORTAL | Map the Professional User account to their BIP Pernr

UserlD
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DECENTRALIZED SECURITY ADMINISTRATORS

CLIENT | USER ACCOUNT ROLES
RPO 8-digit Pernr account SR3P_XXXX_USER_ADMIN and/or
SR3P_XXXX_AUTH_ADMIN
Add entry in the OOSB (T77UA) with the appropriate
authorization data profile
BIP 8-digit Pernr account ZS Bl _XXXX_ USER_ADMIN
ZS Bl_GENERAL_ACCESS
EPO 8-digit Pernr account SERP_USER_ADMIN
HRMS Professional UserID — LDAP or UME User Admin Role on the Assigned Roles
PORTAL tab
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Checklist for UserlD Account Maintenance

This checklist outlines what is required in each of the systems in order for a professional user to have appropriate
access in the Human Resource Management System. This also outlines the steps to complete on professional
and non-professional user accounts when employees transfer to other agencies or are withdrawn from state
employment.

I. HRMS Professional Users

o Roles assigned to the position in HRMS

o SUO01 User Account with validity dates and Agency User Group

o>For SSO Users ONLY: Entry in SNC tab

o Change the Contractual User Type ID on the LicenceData tab to the mySAP Business Suite Limited
Professional or mySAP Business Suite Professional (Reference SAP License Assignment Matrix on
page 11 for specifics)

o Entry of Authorized Profile in OOSB

o If PERS_ADMIN_PROC role is assigned add additional entry of WA_SOW in OOSB

II. Bl Professional Users
oRoles assigned in Bl
o SUO01 User Account with validity dates and Agency User Group
o>For SSO Users ONLY: Entry in SNC tab
o Entry of Authorized Profile in OOSB in HRMS
o Contractual User Type ID on the LicenceData tab set to mySAP Business Suite Limited Professional or
mySAP Business Suite Professional (Reference SAP License Assignment Matrix on page 12 for

specifics)

lll. E-Recruiting Professional Users
o Role(s) assigned in E-Recruiting
o Contractual User Type ID on the LicenceData tab set to mySAP Business Suite Limited Professional or
mySAP Business Suite Professional (Reference SAP License Assignment Matrix on page 13 for

specifics)

IV. Portal Professional Users

o Email address (LDAP) or agency domain\username (UME) UserID account

o Bl Reporting for E-Recruiting, Grievance, HR or Finance :
o SUO01 User Account with validity dates (HRMS — Section 1)
o Entry of Authorized Profile in OOSB (HRMS —Section I)
o SUO01 User account with role(s) and validity dates in Bl (Bl - Section Il)
o BI_Reports_GRP role assigned to the Professional portal account
o Professional Portal account mapped to user’s Bl account

o E-Recruiting Functionality (Professional Users in EPO):
o Role(s) assigned in E-Recruiting (E-Recruiting - Section 1)
o SUO01 User account with General_Access role and validity dates in Bl (Bl - Section 1)
o Assign E-Recruiting Group role(s) that match E-Recruiting role(s) in Portal
o Portal account mapped to user’s Bl account
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When Employees Transfer out of the Agency (Professional Users Only)
o HRMS - Delete employees profile entries in OOSB
HRMS — Change the User Group back to ESSUSER in SUO1
HRMS — Change the Contractual User Type ID on the LicenceData tab back to mySAP Business Suite Employee
HRMS — Delete the SNC entry — SSO only
Bl — Delete the BI user account
E-Recruiting — Delete roles ONLY
Portal — Delete the Professional account (agency Domain\Username - UME) - LDAP e-mail address
account cannot be deleted
Portal — Delete the Group and/or User_Admin roles (LDAP)
Portal — Delete user mapping for e-mail address account (LDAP)

O 0O 0O O O O

o O

When Employees Leave State Employment — Withdrawn Status (Professional and Non-Professional
Users)

o HRMS - Delete profile entries in OOSB if there are entries
o HRMS — Delete the user account (SUO1) — this takes away user’s access to ESS
o Bl —Delete the Bl user account if created
o E-Recruiting — Delete roles ONLY
o Portal — Delete the ESS account (8 digit personnel number - UME)
o Portal — Delete the Professional account (agency Domain\Username - UME) LDAP e-mail address
account cannot be deleted
o Portal — Delete the Group and/or User_Admin roles from the e-mail address account (LDAP)
o Portal — Delete user mapping for e-mail address account (LDAP)
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SAP License Assignment Matrix

NOTE: It is the agency Security Administrators’responsibility to manage the correct license

assignment.

HCM (RPO)

Assign the license type in the first cell of the table below if the user has only the types of roles listed

underneath the license type.

Column A

Column B

Column C

mySAP Business Suite
Professional

mySAP Business Suite Limited
Professional

mySAP Business Suite Employee

SR3P_XXXX_AUTH_ADMIN
SR3P_XXXX_USER_ADMIN
SR3P_CE_GRIEVANCE_ADMIN
SR3P_CE_OST_PAYOPS_ADMIN
SR3P_DE_BENE_PROC
SR3P_DE_GARNISH_ADMIN
SR3P_DE_GRIEVANCE_ADMIN
SR3P_DE_FIN_RPT_PROC
SR3P_DE_LEAVE_CORR_PROC
SR3P_DE_ORG_MANG_PROC
SR3P_DE_PAY_ANL
SR3P_DE_PAY_PROC
SR3P_DE_PAY_SUPV
SR3P_DE_PERS_ADMIN_PROC
SR3P_DE_PERS_ADMIN_SUPV
SR3P_DE_QUALADM
SR3P_DE_T&A PROC
SR3P_DE_T&A SUPV

and

SR3P_SOW_ESSUSER

SR3P_XXXX_DATA PROFILE
SR3P_XXXX_SECURITY_AUDIT
CR3P_CE_INQ_HELP_DESK
SR3P_CE_BENEFITS_INQ
SR3P_CE_GARN_INQ
SR3P_DE_GRIEVANCE_INQ
SR3P_DE_ORG_MGT_INQ
SR3P_DE_PAY_INQ
SR3P_DE_PERS_ADMIN_INQ
SR3P_DE_T&A INQ

and

SR3P_SOW_ESSUSER

SR3P_SOW_ESSUSER

NOTE: If the user has a mix of roles from Column A and Column B the user must be assigned a
mySAP Business Suite Professional

Examples:

Assign mySAP Business Suite Professional if:

SR3P_XXXX_DATA_PROFILE
SR3P_XXXX_USER_ADMIN
SR3P_DE_T&A_INQ
SR3P_DE_PAY_PROC
SR3P_SOW_ESSUSER

Assign mySAP Business Suite Limited Professional if:

SR3P_XXXX_DATA_PROFILE
SR3P_DE_T&A_INQ
SR3P_SOW_ESSUSER

Assign mySAP Business Suite Employee if:

SR3P_SOW_ESSUSER
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Business Intelligence (BIP)

NOTE: It is the agency Security Administrator responsibility to manage the correct license

assignment.

Assign the license type in the first cell of the table below if the user has only the types of roles listed

underneath the license type.

Column A

Column B

mySAP Business Suite Professional

mySAP Business Suite Limited
Professional

ZS_BI_XXXX_USER_ADMIN
ZS_BI_XXXX_POWER_USER

ZS_BI_XXXX_END_USER
ZS_BI_XXXX_SECURITY_AUDIT
ZS_BI_XXXX_WBWT
ZS_BI_GENERAL_ACCESS
ZS_BI_SOW_WBWT
ZS_BI-ER_ANALYSIS
ZS_BI-FI_ANALYSIS
ZS_BI-FI_SOW_ANALYSIS
ZS_BI-GR_ANALYSIS
ZS_BI-GR_SOW_ANALYSIS
ZS_BI-HR_ANALYSIS
ZS_BI-HR_SOW_ANALYSIS

NOTE: If the user has a mix of roles from Column A and Column B the user must be assigned a
mySAP Business Suite Professional license
Assignment of SOW Analysis roles are handled by DOP.

Examples:

Assign mySAP Business Suite Professional if:

ZS_BI_XXXX_POWER_USER
ZS_BI_XXXX_WBWT
ZS_BI_GENERAL_ACCESS
ZS_BI_SOW_WBWT
ZS_BI-FI_ANALYSIS
ZS_BI-HR_ANALYSIS

Assign mySAP Business Suite Professional if:

ZS_BI_XXXX_END_USER
ZS_BI_XXXX_USER_ADMIN
ZS_BI_XXXX_WBWT
ZS_Bl_GENERAL_ACCESS
ZS_Bl_SOW_WBWT
ZS_BI-HR_ANALYSIS

Assign mySAP Business Suite Limited Professional if:

ZS_BI_XXXX_END_USER
ZS_BI_XXXX_WBWT
ZS_BI_GENERAL_ACCESS
ZS_BI_SOW_WBWT
ZS_BI-FI_ANALYSIS
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E-Recruiting (EPO)

NOTE: It is the agency Security Administrator responsibility to manage the correct license

assignment.

Assign the license type in the first cell of the table below if the user has only the types of roles listed

underneath the license type.

Column A

Column B

Column C

mySAP Business Suite Professional

mySAP Business Suite Limited
Professional

License field is blank

SERP_CE_RCF_BUSINESS_ADMIN
SERP_CE_RCF_JOB_SEEKER_SUPPORT
SERP_CE_RCF_RECRUITER
SERP_CE_RCF_USERLIST_ADMIN
SERP_CE_SYSADM_RPTS
SERP_DE_RCF_BUSINESS_ADMIN
SERP_DE_RCF_JOB_SEEKER_SUPPORT
SERP_RCF_ASSESSMENT
SERP_RCF_DE_ADMIN_LIMITED
SERP_RCF_MGR_AS_RECRUITER
SERP_RCF_RECRUITER
SERP_RCF_RECRUITER_LIMITED
SERP_RCF_RECRUITER_SUPPORT
SERP_RCF_REQ_REQUESTER
SERP_RCF_RESTRICTED_RECRUITER
SERP_USER_ADMIN
SERP_WFM_DEVELOPER_LIMITED

SERP_CE_COMPLIANCE_ADMIN
SERP_CE_REPORTS
SERP_CE_REPORTS_DIVERSITY
SERP_DE_REPORTS_AGYWIDE
SERP_DE_REPORTS_DIVERSITY
SERP_DE_REPORTS_LTD
SERP_RCF_COMPLIANCE_ADMIN
SERP_RCF_HIRE_MGR_SURVEY
SERP_RCF_REQUISITION_OWNER

No Roles are Assigned,

mySAP Business Suite
Employee license will be
automatically inherited
from the RCF_CAND_INT
reference user.

NOTE: If the user has a mix of roles from Column A and Column B the user must be assigned a
mySAP Business Suite Professional license

Examples:

Assign mySAP Business Suite Professional if:

SERP_RCF_RECRUITER
SERP_USER_ADMIN
SERP_DE_REPORTS_AGYWIDE
SERP_DE_REPORTS_DIVERSITY
SERP_DE_REPORTS_LTD

Assign mySAP Business Suite Limited Professional if:

SERP_DE_REPORTS_AGYWIDE
SERP_DE_REPORTS_DIVERSITY
SERP_DE_REPORTS_LTD
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Systems Overview
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As a Human Resource Management System (HRMS) Security User or Authorization Administrator, you
will be responsible for assisting your agency professional staff interface with the DOP HRMS.

HRMS consists of: Human Capital Management (HCM), E-Recruiting, Business Intelligence (Bl) and
Enterprise Portal (HRMS Portal)

The chart below describes all of the systems and how they are accessed in very general terms:

A A
internet

HRMS =
NETWORK ON WHICH

CURRENTLY LOGGED IN I

0 DOP Web pages
SAPGUI .
Y \d ¥ {
sl e HCM
Pt User or Security Admin e
ESS
WEBGUI

ESS or WEBGUI BI
E-Recruit

Portal ADMIN
Admin only Sa'?:;af:: g o P

E-rec functions

Applicant

HRMS Portal
Web Site
Business
i Bl Reports
User or Security Admin > I?)!:l;%eaf;t;e < port

The “SAPGUI” noted at the top left of the diagram is a Desktop application entry point. If your agency
works within the State Government Network (SGN), the SAPGUI gives you a “stateful” connection to
the following applications:

¢ HCM database of Personnel and Payroll information

e E-Recruiting Database

e Business Intelligence (BI) - previously called “Business Warehouse”
If you are in a K-20 system or the Military system or otherwise OUTSIDE the SGN, specific
arrangements can be made with DOP or DIS in order for your agency to access the HRMS systems.

The HRMS Portal is an alternative method of entering the various systems using a professional portal
UserID (LDAP or agency UME).
The HRMS Portal is the ONLY way to enter Employee Self Service (ESS) using an 8 digit pernr.

The HRMS Portal is available for access from outside the SGN via the internet -
https://wahrms.wa.govV/irj/portal

The HRMS Portal is available for access from inside the SGN via the internet -
https://myhrms.wa.qgov/irj/portal
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General Naming Conventions

There are several parts/nodes to the role names in the HRMS. The following is the explanation of each
node:
» The First Node identifies whether the role is a “S”ingle role or “C’omposite, “R3” or “ER” and
that it is a “P”roduction role
= Single roles will begin with “S”
= Composite roles (roles made up of single roles) will begin with “C”
= HCM (old R3) Roles will have “R3” as the second and third characters in the role name.
* ER Roles will have “ER” as the second and third characters in the role name.
= The fourth character will be “P” identifying the role as a production role.
» The Second Node identifies whether the role is (“DE”centralized or “CE”ntralized) or custom
= Decentralized roles and “SR3P_SOW_ESSUSER” may be assigned by agency
Authorization Administrators.
= Centralized and custom roles may only be assigned by DOP.
» All subsequent Nodes describe the intended role function.
= Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst, built as single role and
assignable by agencies.
> Bl roles begin with ‘ZS_BI*’ the remaining characters being as descriptive as possible to match
the role name.
= Example: ZS Bl 1110 USER_ADMIN — Bl User Administrator for a particular agency.

HCM Roles

HCM Roles generally consist of at least one Decentralized Role or Centralized Role and a
Structural Data Profile Role.

Security Admin, Auth and Audit Roles consist of at least one Security/Auth/Audit Role and a
Structural Data Profile Role.

» Decentralized HR Roles begin with ‘SR3P_DE™ with the remaining characters being as
descriptive as possible to match the role name.

= Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst
» Centralized HR Roles begin with ‘SR3P_CE®* with the remaining characters being as descriptive
as possible to match the role name.

=  Example: SR3P_CE_FINC_APRYV - Centralized Financial Approver
» Security Admin and Auth Roles begin with ‘SR3P_XXXX* with the remaining characters being
as descriptive as possible to match the role name, and XXXX being the Personnel Area/Agency.

=  Example: SR3P_1110 AUTH_ADMIN — DOP Authorization Administrator
» Structural Data Profile Roles begin with ‘SR3P_XXXX_DATA_PROFILE’ with XXXX being the
Personnel Area/Agency.

= Example: SR3P_1110 DATA_PROFILE — DOP Structural Profile Role
»  Security Audit Roles consist of Decentralized SR3P_XXXX_SECURITY_AUDIT or
SR3P_CE_SECURITY_AUDIT.

NOTE: All Centralized roles are assighed by DOP.
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User Groups in HCM and Bl

» User Groups are formatted as follows: WA_XXXX
=  Where XXXX = Personnel Area/Agency

» The description should match the agency name (example follows)
= User Group: WA 1110
= Description: Department of Personnel

Bl Roles

Bl professional users are required to have an HCM UserlID with an agency Data Profile Role
assigned to their position and the agency authorization profile entered in the OOSB, before creating
the Bl UserID account.

Bl Roles Include:
e one End or Power User role — ZS_BI_XXXX_POWER_USER / ZS_BI_XXXX_END_USER
e one or more of the InfoCube Roles — ZS_BI-FI_ANALYSIS, ZS BI-HR_ANALYSIS,
ZS BI-ER_ANALYSIS, ZS BI-GR_ANALYSIS
e agency and statewide Workbook/Web Template Roles — ZS_BI_XXXX_WBWT and
ZS BlI_SOW_WBWT
e the General Access role —ZS Bl GENERAL_ACCESS

» Bl End User, Power User, and Workbook/Web Template Roles begin with ‘ZS_BI_* and

Personnel area with the remaining characters being as descriptive as possible to match the role
name.

= Example: ZS_Bl_1110 END_USER - DOP BI End User

» Bl InfoCube Roles (HR, FI, ER, or GR) begin with ‘ZS_BI -*" with the remaining characters being
as descriptive as possible to match the role name.

. Example: ZS_BI-FI_ANALYSIS
ZS BI-FI_SOW_ANALYSIS
ZS_BI-HR_ANALYSIS
ZS_BI-HR_SOW_ANALYSIS
ZS_BI-ER_ANALYSIS
ZS BI-GR_ANALYSIS
ZS BI-GR_SOW_ANALYSIS

» Security Admin Roles begin with ‘ZS_Bl _XXXX* with the remaining characters being as
descriptive as possible to match the role name, and XXXX being the Personnel Area/Agency.

= Example: ZS Bl _1110 USER_ADMIN — DOP UserlD Administrator for Bl
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E-Recruiting Roles

» Decentralized E-Recruiting Roles begin with ‘SERP_DE™* with the remaining characters being
as descriptive as possible to match the role name.
= Example: SERP_DE_REPORTS_AGYWIDE

» Centralized E-Recruiting Roles begin with ‘SERP_CE™* with the remaining characters being as
descriptive as possible to match the role name.
= Example: SERP_CE_RCF_RECRUITER

» Security User Admin role in E-Recruiting does not distinguish between personnel areas. The
role is SERP_USER_ADMIN

Portal Roles

Portal Roles include:
e Portal User Admin — Single role
Bl_Reports_ GRP — Group role — Accessing Bl Reports through the HRMS Portal.

[ J
e HR_HtmIGui_GRP - Group role — Accessing HRMS through the HRMS Portal
¢ ESS_GRP - Group role — Accessing Employee Self Service
e Various ER_* Group Roles to access E-Recruiting functionality through the HRMS Portal.
These roles should match the roles that are assigned to the Professional E-Recruiting users
in EPO. See the HRMS Portal section of the Handbook.
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Introduction

Security within the HRMS is based on a record called a “UserID”. A UserID is necessary to enter a
specific system within the HRMS. It is distinct and separate from personnel records and is the primary
responsibility of the UserlD Administrator. Things like name changes in the personnel/payroll records
do NOT propagate to the UserlD records.

Each UserlD may be assigned Professional Roles which define how the user will interface with the
specific system within the HRMS. In the Personnel/Payroll system (aka HRMS, R3 or HCM)
Professional roles are divided into the following areas:
e Personnel
Payroll
Time & Attendance
Grievance
Organizational Management
Security Administration

In each of those functional areas, there are tiers of access:
e “Processor” or “Administrator” levels have the most authority to update Master Data;
e “Inquiry” roles, which can view Master Data, cannot update it.
e “Supervisor” roles have some qualities of both Processors and Inquirers.

There are other roles available in the system, but decentralized agency authorization administrators
only have the authority to assign roles available to their agencies.

Dept. of Personnel Setup for Non-Professional UserID accounts

DOP creates UserlD for new hires (SU01)

DOP links Personnel Record to UserlD (PA30)

DOP assigns the SR3P_SOW_ESSUSER role

DOP assigns the mySAP Business Suite Employee license
DOP creates ESS Portal accounts for new employees
DOP distributes ESS passwords to User Administrators

ourwNE

NOTE:

" New employee UserlDs are created by DOP twice weekly. DOP creates Employee Self Service UserlDs
(Pernr-based) in the Portal. These ESS Portal accounts have access to ‘My Personal Information’, ‘My
Earnings Statement’ and ‘My Career’ where the user can create their internal E-Recruiting profile and apply
for state jobs.
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Assign Roles to Positions Using PFCG

Prerequisites:
v" Role name(s)
v SAP position number(s).

NOTE: To quickly find the position number, do the following:
PA20 -2 Enter Personnel number 2 Select Actions - Display - the position number will be under
Organizational Assignment block in the middle of the screen. Copy the position number and continue with the
Role Assignment steps below.

1. Enter transaction ‘PFCG’ (/nPFCG) to assign roles to positions.

2. If you know the fully qualified role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise,
search for a role that needs to be assigned to a position. Key SR3P* (for single role) or CR3P* (for

composite role) and click on @Z .
Role Maintenance

i (=N oy Transactions

Role — % SR3P’ |D Role |00

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*) and click on

]

Role Marme (1)

Single Ralez k Compozite Rales |

Single Fole @

Rale name

bl awirmum no. af hits a00

1!#!§||a
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4. Double click on the appropriate role; for this example, ‘Personnel Administration Inquirer’ is
selected.

Role Mailntenance

O 06| W o Tansactions

JSRIP_CE_PAY_RPRT_ADMIN Contralized Payroll Reports Administrator
SR3IP_CE_SECURITY_AUDIT Contralizod Security Auditor
SRIP_CE_TIME_MNG_INTER_ADMIN  Centralized Time Management Inferface Administrator
SRIP_CE_USER_ADNN User Admanistrator

SRIP_CE WRXSCHED _CONFIG_ANL  Centralized Work Schedule Configuration Anatyst
SR3P_DE_BENE_PROC Dacerdalizad Benefils Processor
SRIP_DE_OARNISH_ADMIN Décer G A Adrminestra
SRSP_KLEANE_CORR_PROO Decergralized Laave Coreclion Protessor
SRIP_DE_ORG_MANG_PROC Decenaiizad Organzationsl Managemant Processor
SR3IP_DE_PAY_ANL Decergalized Payroll Anawyst
SRIF_DE_PAY_ING Dacenalizad Payrol Inquirer
SR3IP_DE_PAY_PROC Deceniralizad Payrofd Processor

L ¥i2) v ajy y

|Decentralized Persannel Administration ingulrer
Dacendralized Personnel Administration Suparesor
Dacardraiizad Teme and Attendance Inquirsr
SR3P_DE_T&A PROC Dacerdraiized Time and Attendance Processor F'
Dacordaitzad Teme and Atteridance Supenisor

Role Maintenance

© 8 & | B & Transactions.

Fovens &)[F | [&))[ ShowOceunenaion

Fauorites Description ' Target Sys

Security Administration Handbook v6 Page 24 of 124
Revised: 07/21/2009



a. Click on the ‘User’ tab

b. Click on the “Organizational Mg...” button. IF this button does not appear, click on the &
‘back’ button, then click ‘Goto’ pull-down menu (on menu bar), select ‘Settings” and select
‘Complete View (Org Mgmt & Workflow). Then, repeat Step 5 above.

Change Roles
][ oterrote | | |2 | [HI

Role
Role |SR3P_DE_PERS_ADMIN_INGO |
Description |Decentralized Personnel Administration Inquirer

d

b
ElE] @ [§p selecion | | @ OrganizationalMg...l] | @ User comparison |

UserID User name Fram to

20022671 Mickey Mouse B9/01/2008 [12/31/9999
20022672 Minnie Mouse B9/01/2008 [12/31/9999

IRIE

6. Click on the I=2/ ‘Create Assignment’ button.
=
Assignment Edit Goto  View System  Help

& | 100 @ MR anhao A
Role: Change Agent Assignment
i) ] e = ] O )

@ Indirect user assignments ok

AG SR3P_DE_PERS_ADMIN_INO Decentralized Personnel Administration I

S 70000664 ADMIN ASSIST &5
5 TFOOE748 HUMAN RESOURCES SPECIALIST
S 70000249 BUS/FIN ADHMIN

A— m TAAAAAEa Pl T e
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7. Choose agent type
a. Click on ‘Position’ as the object type

b. Click the ¥ ‘enter’ button.
IlI?’Chnnse agenttype

lcan |Objen:ttype |
Work Center

Job

Organizational unit

Fersaon

Fosition ]
User

o202

|~ ]f5]

8. Enter SAP position number (w/o the ‘S’) in ‘Search Term’ field (overlay/replace the *), and click on
4

Chonse Position

Search Term : (5
(Do »

9. The appropriate role and position should be displayed.
a. Confirm/verify SAP Position number is correct.

b. Click O ‘Create’ to continue.
I= create Relationship

Name |ID |Code Valid from |
= @ Decentralized Personnel Administratic AG SR3IP_DE_P... 06/24/2009

8 ITsPEC?2 a |= 70081901 0241 01/01/2005

[l BRI [«I[]

Time period bE/24/2009( - (12/731/9009

b
0[]

—
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Reconcile the Roles Using PFCG

10. The position should now be displayed.

a. Click on the E to drill down within the position to make sure that it contains the correct person
and the UserlD.

b. Notice that there is a red button @ at the top of the screen.

Click on ‘Indirect user assignment reconciliation’ button and the button should then turn
green

Role: Change Agent Assignment

- EEEEEER

b l:ﬁ Require reconciliation of indirect user assignment

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I

5 70000664 ADMIN ASSIST 5

———S 70808740 HUMAN RESOURCES SPECIALIST
5 70000849 BUS/FIN ADMIN

s 70081991 IT SPEC 3

= | 28022668 Bell Tinker R

a

Us 20022661 Tinker Bell

5 70051966 HUM RES CNSLT 3

———S 70082049 CONF SEC - WSP

d. Upon successful update you will see the following message in the status area:
| Data has been saved

e. Once the button is green, back out of this screen.
| & | R RN DL
Role: Change Agent Assignment

@ Indirect user assignments ok

11. The UserID and user name should now be included in the list, in blue.

NOTE: Blue means the employee has roles assigned by position. You should always assign roles to
position and not directly to the UserID.

Change Roles
7|5 overroe | | 2] |

Role
Rale |SR3F‘_DE_PERS_ADHIN_INE[
Description |Decentra|ized Personnel Administration Inquirer

(% Description .l O Menu , @ Workflow O Authorizations ‘I!m MiniApps I@
@ |Q?y Selection | |I Organizationall‘u‘lg...l |H User comparison |

User Assignments
]_UserID User name |Fr0m to |I|
|—2I3I322551 Tinker Bell ] 06/24/20099 12/31/9999 X [=]
20022671 Mickey Mouse B9/01/2008 [12/31/3999 C [~]
| [zo022672 Minnie Mouse B9/01/2008 12/31/3999 |C |_|
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12. If the L@ User comparison | « jgor comparison’ button is red,

f. Click on the |1 Usercomparison | 1y i1

g. Inthe Compare Role User Master Record popup, click on && Somplete comparisen | < mpate
Comparison.’

UserID User name Fram to l...
20022661 TINKER BELL 06/24/2009 12/31/9999 X
20022671 MICKEY MOUSE 09/01/2008 12/31/9989 C

N o=

[ Compare Role User Master Record

| Last comparison

|| ser [T
| pate [06/18/2609 |
| Time [16:02:03 |

Complete adjustment

User

I'.. [
Date BE/18/2009
Time 16:02:83

Infarmation for user master comparison

Status User assignment has changed since the last user master record comparison

I|EE Complete comparisan || Infarmation |

13. All buttons within the ‘User’ tab should now be green.

Role
Role |SR3P_DE_PERS_ADHIN_INO |
Description |Decentralized Personnel Administration Inguirer

BIE [&] [ selection |

14. Click the ‘Save’ button to save changes to the role.

User 1D Lser name Fram to ..
20022661 Tinker Bell BE/24/2009 12/31/9999 X
20022671 Mickey Mouse Bg9r04 /2008 12/31/9999 |C

|I Organizational Mg...| |I User comparison |

IpIE

15. Follow the same steps for Assign Roles to Positions (PECG) to assign the agency Data Profile
role with the following naming convention: SR3P_XXXX_DATA_ PROFILE — where XXXX is your
Personnel Area.

16. Contact your User Administrator after all roles are assigned, they need to go to SUO1 and complete
the steps for maintaining a professional user.
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Assign Roles to Positions Using PPOMW

NOTE: PPOMW transaction lets you assign multiple roles at once.

Prerequisites:
v" User’s name or
v Users UserlD/Personnel Number (8 digits) or
v" SAP Position number
NOTE: You must always assign roles to positions.

1. Enter transaction ‘PPOMW’ (/nPPOMW). You will see @ You have no authorization to change or delete.
in the status area. Disregard this message and continue.

Find the position number

2. Search for position(s). Click on the P putton next to ‘Person’.

Find by |
[» [ Organizational unit

[+]
> 8 Position E

= G Person
fRl Collective search help
{H} search Term
fH} structure Search
{H} Free search —
I [ User
[+ =3 Workdflow template

I & standard task
L = R

(]l

3. Inthe expanded display, click on the ‘Search Term’ and fill the resultant “With Name” box with
EITHER the person’s last name or the person’s Pernr. Click the Find Icon.

I=Find Person

with name < |Bel]]|

Assigned

Jo

to
Ohject

(¥ Find )%
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4. Double click on the desired name...

E=E{=IE E EEEE
ErR{E

Hit list

ExistencelEmployee Code

BELL STEVENW  BELL
BELL GORDOMR  BELL

BELL THOMAS BELL
BELL THOMAS BELL
BELL ARTHUR BELL
Bell Tinker R Bell

BELLOW:S KERRY J BELLOWS |F

F
F

BELLESEM PAUL L BELLESEN |F

F

F
F
F

5. ...and the Position number shows as the “S” entry under the “ID” column (In the upper right screen
guadrant). Verify correct employee.

&[=1E] 06/24/2009 + 3 Months

R = P EEE R E S B2 ES = Y = s

Illﬁlﬁh
Y

[

| [

QOrganizational Assignment |ID |Chief |W0rkﬂ0w|
= ﬁﬁs Bell Tinker R P 20022668
8 ITSPEC 32 S 70081901

‘\

Click this button if

you do not see the ID
column, and check
the ID checkbox on
the pop up window.

Details for Person Bell Tinker R

1
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Add the ID column

(If your presentation doesn’t show you an ID column, click on the “columns” icon in the box
circled in red above. A popup box as shown below will allow you to select columns. Put a

checkmark in the “ID” box and click the green checkmark icon in the lower left.)

III? Column Configuration

ElE

Displayed columns |
_C_m:le

|| Relationship text

Chief

[] walidity period

[]Relationship Period

[]Percentage

[w] Worlkdlow

Show currently assigned roles

6. On the information screen shown here, right click on the position number...

&[=1E] 06/24/2009 + 3 Months

| |E=l[OlolRlEe =]« T [&£]) [ STEIE == 3R] @]
B QOrganizational Assignment |ID |Chief |W0rkﬂ0w|
E‘ = % Bell Tinker R P 20022663

8 ITsPEC2 S 70081901

| GBI

bl Details for Person Bell Tinker R

1
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7. Highlighting the resultant “Goto” option will extend a box which allows you to select and click on
“Task Assignment” as shown here.

&[=][E] 06/24/2009 +3 Months
N 220 [ 1 P = e e 1 e s 1 s s
] Qrganizational Assignment |ID |Chief |WGrkﬁow|
= & Bell Tinker R P 20022668
Q I TSPECA o FNNA T
Managerial Assignment Goto 3
QOrganizational Assignment / Create
Reportin e Cop
(_ Taskassignment Assign
Delimit 3
] Delete 3
] Change percentage
I Move up in rank
Move down in rank
Expand node
| i Collapse node i
W Bacicgaia Pt
Add roles

8. This will show you all the professional roles assigned this Position number. To add more, right click
on the position number again and select the “Assign”

&[=1E] 06/24/2009 + 3 Months
& [OTo Lzl a] [« T~ [ [STE =] EE ]
I

Task Assignment |ID
< & ITSPEC3 s 70
@ Decentralized PersairG 5 2010 ,
@ Bell Tinker R P 20( Create
Assign
elimit >
elete >

[ESi = R

Move up in rank
Move down in rank

I [ [«][»] Expand node
il Collapse node PEC 3

AT TR

9. “Role” relationships can be assigned by double clicking on the bottom line (Is described by Role)
shown here.. (or click the bottom line, then the green arrow...)
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I choose Relationship

- B = Position
fad B 007 C Is described by Jaob
[CJA B33 0 Belongs to Organizational unit
@B A 002 P Holder Persan
@ B 007 AG Is described by Role

NOTE: If you don’t see the technical names such as AG next to the Is described by, go back to step 8,
to the Choose Relationship screen. Right click anywhere on the screen and click on Key on.
Relationship td off
Keyon

10. Enter SR3P_* to get a list of all the roles you can assign.

IERoe2 N
Search Term [=1|| srap_de|

11. In the screen that follows, checkmark the roles that you want to assign to this position.

12. Click the Check mark button
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I= Role (2) 24 Entries found =
@ search Ter. |
=
(EAEEEEERIEIE
an Version: 01
Ohject Type: AG
|Extended object ID ‘|Objectabbr.  |Object name Startdate |End Date |
| SR3P_DE_BEME_PROC SR3F_DE_BEME Decentralized Benefits Processor 01/01/1900 12/31/9999 |E|
SR3P_DE_FIN_RPT_PROC SR3P_DE_FIN_  Decentralized Financial Reporting Proces  01/01/1900 12/31/99898  |[=]
| SR3P_DE_GARMISH_ADMIN SR3FP_DE_GARMN Decentralized Garnishment Administrator  01/01/1900 12/31/9999 ]
1 SR3FP_DE_GEMERAL_ACCESS SR3P_DE_GEME General Access Supplemental Role 01/01/1800 12/31/9999
| SR3P_DE_GRIEVANCE_ADMIN SR3F_DE_GRIE De-centralized Grievance Administrator 01/01/1900 12/31/9999
SR3P_DE_GRIEVANCE_ING SR3P_DE_GRIE De-Centralized Grievance Inguirer 01/01/1800 12/31/9999
| SR3P_DE_LEAVE_CORR_FROC SR3IFP_DE_LEAY Decentralized Leave Correction Processor  04/01/1900 12/31/9908 |
1 SR3FP_DE_ORG_MAMG_FPROC SR3P_DE_ORG_ Decentralized Organizational Management 01/01/1900 12/31/9989
| SR3P_DE_ORG_MGT_INGQ SR3F_DE_ORG_ Decentralized Organizational Management 01/01/1900 12/31/9999
SR3P_DE_PAY_AMNL SR3P_DE_PAY_ Decentralized Payroll Analyst 01/01/1900 12/31/9999
| SR3P_DE_PAY_INQ SR3F_DE_PAY_ Decentralized Payroll Inquirer 01/01/1900 12/31/9999 E
1 SR3FP_DE_FPAY_FROC SR3P_DE_FPAY_ Decentralized Payroll Frocessor 01/01/1800 12/31/9999 E
24 Entries found | | 7/

NOTE: If you don’t see the Extended object ID column, go back to step 8, to the Choose Relationship
screen. Right click anywhere on the screen and click on Key on.
i Relationship tet off

Keyon ‘

13. Click the Save button
forkflow) dit Goto Seftings System  Help

o {@)eee CHE anao
Staffing (Workflow) Change

| = |I[EH] 062«

I (=141 =1 51 P P
E Task Assignment |ID
(= B TsPEC2 5 700

&) Decentralized FinantAG SR
€D De-Centralized GrievAG SR

14. To reconcile these newly assigned roles, go to Transaction PFCG, Step 10: Reconciling the Role
or complete the next steps.

Reconcile the Roles Using SU01D

1. Enter transaction SUO1D (/nSU01D)

2. Enter the UserlD (8 digit Personnel Number, including leading zeroes) into the ‘User’ field, of the
employee you just added roles to.

Click on 1 to Display.

Click on the Roles tab

Double click on the red circle to the left of the newly assigned role.

Display roles window opens (this is the PFCG screen)

Click on the User tab

Nookw

Security Administration Handbook v6
Revised: 07/21/2009

Page 34 of 124



8. If the | Usercomparison | «(jger comparison’ button is red,

a. Click on the |8 Usercomparison | 1

b. In the Compare Role User Master Record popup, click on
Comparison.’

|EE Complete comparison

| @ Organizational Mg|a]| @ Usercomparisaon ||

BIE [&] [ selection |

User 1D Lser name Fram to
20022661 TINKER BELL BE/24/2009 12/31/9999 X
20022671 MICKEY MOUSE Bg9r04 /2008 12/31/9999 |C

[& Compare Role User Master Record

H

N aoE

—| Lastcomparison

| Tser [T ]
—|| Date ,m
|| Time ’W'

Complete adjustment

DS

User [ st

Date 06/18/2009

Time 16:02:03

Information for user master comparison

Status User assignment has changed since the last user master record comparison

I|EE Complete comparison I| Information |

9. All buttons within the ‘User’ tab should now be green.

Raole
Role |SR3P_DE_PERS_ADMIN_INO |
Description |Decentralized Personnel Administration Inguirer

BIE [&] [ selection |

|I Organizational Mg...| |I User comparison |

User ID User name Fram to l..
20022661 Tinker Bell B6/24/2009 12/31/9999 X [=]
20022671 Mickey Mouse ©9/01/2008 12/31/0999 C [~]
mrnmmnT —— Amims tARAR anims tmAnA o =

10. Click the ‘Save’ button to save changes to the role.

11. Close the Change Roles screen

12. Repeat from step 4 to reconcile any additional roles.
13. Contact your User Administrator after all roles are assigned, they need to go to SUO1 and complete
the steps for maintaining a professional user.

‘Complete
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Delete Roles from Positions Using PFCG

Prerequisites:
v Role name(s)
v SAP position number(s).

1. Enter transaction ‘PFCG’ (/nPFCG) to delete role(s) from position(s).

2. If you know the full role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise, search for
the role that needs to be deleted from the position. Type SR3P* (for single role) or CR3P* (for

composite role) and click on .
Role Maintenance

o —p GrE

Mame

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*) and click on

I= Role Name (1)

Single Rol... Composite Rol...

(=] (]

Single role SR3pP*

Role name

Maximum Mo. of Hits 500
[o]l

I[4][¥]

N ] s I

4. Double click on the appropriate role: for this example, ‘Personnel Administration Inquirer is

selected.
[ERole Mame (1) 728 Entries found [=] [=]
Single Roles Composite Rol...
=
FACAET [ 6 e
single role ‘|Role name
SR3P_DE_ORG_MANG_PROC Decentralized Organizational Management Processaor
SR3P_DE_ORG_MGT_INQ Decentralized Organizational Management Inquirer
SR3P_DE_PAY_AML Decentralized Payroll Analyst
SR3P_DE_PAY_INQ Decentralized Payrall Inquirer
SR3P_DE_PAY_FPROC Decentralized Payroll Processor
SR3P_DE_PAY_SUPY Decentralized Payroll Supervisor
SR3P_DE_PERS_ADMIMN_INGQ Decentralized Personnel Administration Inguirer I E|
skaF_DE_FERS_ADMIN_FROC |Decentralized Personnel Administration Processor | E‘
728 Entries found ‘7/
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5. Once the role is selected, click on the edit button.
‘ Role Maintenance

o[ /G! | B[ Transactions |
Role SR3P_DE_PERS_ADMIN_INQ @m singleRole | (1 Comp.Role | |5#lfcd]

Mame Decentralized Fersonnel Administration Inquirer

6. Update the Role
a. Click on the ‘User’ tab

b. Click on the “Organizational Mg...” button. IF this button does not appear, click on the &
‘back’ button, then click ‘Goto’ pull-down menu (on menu bar), select ‘Settings” and select
‘Complete View (Org Mgmt & Workflow)'. Then, repeat Step 3 above.

Change Roles

Raole
Role SR3P_DE_PERS_ADMIN_INQ
Description Decentralized Personnel Administration Inquirer
: a.
(3 Description . O Wenu , @ Workflow . O Authorization Mini&pps =1
bA
ElE] @ | selection | € | @ Oroanizational Ma.| [ User comparisan |
User Assignments
User ID |Username |Fr0m |to |I|
20022671 lickey louse; 09/01/2008 12/31/9989(C | [a]
20022672 Minnie Mouse B9/01/2008 12/31/9999 [C |E|
(D [ L[]

7. To display SAP position numbers, click on ‘View’ on the pull-down menu bar, and then click on ‘Key
On'’. Click on the ™ to drill down; confirm/verify this change will only impact the correct person and

the UserlD. If position is “multi-filled”, this action will remove access for all employees in this
position.

Role: Change Agent Assignment
SIS s = G EE

@ Indirect user assignments ok

AG SR3P_DE_PERS_ADMIN_INO Decentralized Personnel Administration I
=S T7BO0B0664 ADMIN ASSIST 5
5 70000740 HUMAM RESOURCES SPECIALIST
S TO0R0249 BUS/FIN ADMIN
0O & 70000850 SR OACCOUNTANT

S 70000913 COMP/FAC COORD
. 70081901 IT SPEC 3

P 200226658 Bell Tinker R

Us 20022661 Tinker Bell

S 700320489 CONF SEC - WsP
S 70032064 BUDEFISC ADMIN
S 70032206 ADMIN ASST 3

S 70082219 FISCAL ANALYST 1
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8. Delete the assignment.
a. Click on the position name (in yellow) to highlight it.

b. Click on the =t/ ‘Delete Assignment’ button.
Role: Change Agent Assignment

2= 8 alE|EREE

@ Indirect user assignments ok

5
—m s

70076244 ADMIN ACCT MGR
70076874 FISCAL ANALYST 2

——=% TFOo76909 ADMIN BDGT AN
5 70081765 HUMAN RES0OURCE CONSULTANT
0 S FogaiTas BUDGET AMALYZT 3
5 70081780 FISCAL ANALYST 2
0| S FogaiTod FISCAL AMALYST 2
a 5 70081816 FISCAL ANALYST 4
e=f = FEE31901 IT SPEC 3 —
5 TO081966 HUM RES CNSLT 3
S FARROALO FNNF SFC - WSP

9. Verify all information is correct, and click the ‘enter’ button.

III:'RUIE: Delete Agent Assignment

AG SR3P_DE_PERS_ADMIM_INQ Decentralized Perso

5 70081901 IT SPEC 3

4]

10. Notice the red light and message at the top of the screen; click on the

+%
HE ‘indirect user assignment

reconciliation’ button to turn the light green.
Role: Change Agent Assignment

@ Require reconciliation of indirect user assignment

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I

g TOROOGE4 ADMIN ASSIST 5
——S 700008740 HUMAN RESOURCES SPECIALIST

S5 70000849 BUS/FIN ADMIN
—E 5 708008850 SR ACCOUNTANT
5 700008913 COMP/FAC COORD

o TAAAL TACS LIME RARIR A

Llipgq successful update, you will see that the light has turned green, and the message

@ Data has been saved

in the status area.

" Role: Change Agent Assignment

553 IS || = EN

|
(@ Indirect user assignments nk)
T ——

AG SR3P_DE_PERS_ADMIN_INQ Decentralized Personnel Administration I

g TOROOGE4 ADMIN ASSIST 5
——S 700008740 HUMAN RESOURCES SPECIALIST

o FOONN0 AN DIIC/CTR ANMMTAI
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11. Back out of this screen

& | 21l (@Be
Role: Change Agent Assignment

12. If the L@ Usercomparison | b 1101 is red, click on the 1@ User comparison | 1o
Change Roles

PN overron || 2] I

Role

Ruole |SR3P_DE_PERS_ADMIN_INQ
Description

|Decentra|ized Persannel Administration Inquirer

A
@ |$ Selection | |I QOrganizational Mg...l(l:ﬁ User comparison
\/

. *¥ -
13. In the Compare Role User Master Record popup, click on (52 Comelete comparison |
I@Compare Role User Master Record

Last comparison Complete adjustment

User: [ ] User [ ]
Date Q6/24/2009 Date Q6724720089
Time 13:33:08 Time 13:33:08

Information for user master comparison
Status

User assignment has changed since the last user master record comparison

(|52 Complete comparison Information

14. All buttons on the ‘User’ tab should now be green.
Change Roles

2| oterrote || '] | A

Role

Raole |SR3P_DE_PERS_ADMIN_IND
Description

|Deu:entra|ized Fersonnel Administration Inquirer

54 (& _setecion | (@ oranzstona s

e —
@ User comparison | [l
 E—

llear Il llecar nama

Eram it |

&3 Data was saved

in the status area.

15. Click = to save your changes. You will see the message

16. Follow the same steps for Delete Roles from Positions (PECG) to delete any other roles.

17. If the person is no longer going to be a professional user, contact your User Administrator, they

need to go to SUO1 and complete the steps for transferring a professional user back to ESS user.
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HCM User Administrator
SR3P XXXX USER ADMIN



Maintaining a Professional HCM UserID Account

Agency User Administrators will use this process when changing a non-professional (ESSUSER)

UserID account to a professional (WA_XXXX) UserID account in order to access HCM.

Prerequisites:
v Professional roles must be assigned to the employee’s position by the agency Auth Administrator.

Enter OOSB Auth Profile

1. E

nter transaction ‘OOSB’ (/nOOSB) to update table T77UA.

2. Click on (New Entries) to enter the UserID.

Change View "User Authorizations": Overview

ser name Auth.profile |Start date |End date |Exc|u5i0n Di:
7 DOTTESTEW [=) 405A 95/31/2008 12/31/0999 O [
Z_DOTTESTEWT WA_405A B5/31/2008 12/31/9999 O :
_Z_[}SHSTEST WA_38000 B5/03/2007 12/31/9999 O B
_Z_FINAPPRDV ALL B3/01 /2006 12/31/9999 | ~
_Z_FINRPTPREIIZ WA_1110 0270872006 12/31/9999 | -
_Z_GARNADH WA_1110 B2/08/2006 12/31/9999 ] i

3. Enter the following:

a.

* Note Pers Admin Processors require a 2" entry w/Auth profile ‘WA_SOW’.
Start Date
End Date — if an exact date is known it should be entered, otherwise use 12/31/9999

Click on (Save) when finished.

TableView Edit Goto Selectiop—Utilities Systern Help

Ca@ S0lE

New Entries: Overview of Added Entries

V4 E E
Us e Aut ile Start dafe date
12345678 A_ 4900 08/02/2005 [12/31/999
™ & [v]
] —_— — — 1

4. Upon successful save the following message will appear
F@ Data was saved

User Name — the UserlD (Personnel number, including leading zeros)
Auth. Profile — The User Group authorization profile (like: WA _4900);
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Update the UserID (SUO1)

Enter transaction SUO1
Enter the UserlD (8 digit personnel number with leading zeros)

Click the Display button 8 to verify the user

Click on to enter Edit mode

From the ‘Logon data’ tab, update the following:

a. Enter an initial password manually. The password must follow the hardened guidelines (8
characters which contain at least 1 digit, and 1 special character.)
NOTE: DO NOT use the wizard. It will generate a 40 digit password.

Password

This entry is case sensitive

== T B P
Initial password et

©xo N oG

A A A A A A A AR A A A A A A AR A A A A A A A A A A A AR A AR AR A A

Repeat password

b. Enter the User Group for your Agency. To search, click on the @ button to search for your
User Group.

User Group for Authorization Check

User group <E»°«_111D )serGroupforDop

c. Verify there are Validity Period dates, if there are no dates enter them as follows —
1. Valid from — date of creation
2. Valid through — 12/31/9999

Walidity Period

Walid from B7r16/2007

Walid through 1273179989

d. Verify that the User Type is set to ‘Dialog’ - this is very important, as the UserlID will not
work unless it is set to ‘Dialog’.

Alias
User Type Dialog by

e. Populate “Accounting Number” field in “Other Data” with User Group data from 9b above
Other Data

Accounting Murnber QA_1118

Cost center
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10. Click on the Parameters tab and check the parameters. There should be 16 parameters entered, if
the parameters are not entered enter the following parameters:
NOTE: Enter only the Parameter ID and Value and then press enter.

Parameter ID Value Short Description
BUK WAO01 Company code
CAC WAO1 Controlling area
CVR SOW-2 | Variant for time recording
FWS usD Currency unit
HR_DISP_INFTY_NUM HR: Display Infotype Number
LND us Country key
MOL 10 Personnel Country Grouping
PNI us Country Key Vector for Country-Specific Infotypes
POD 1 Default Status (PD)
POK XX PD: Views (Key, Short Text, Validity, etc.)
POP 01 Plan Version (PD)
PST 1 Planning Status (PD)
SCL X Upper and lower case in source code: 'X' = lower, ' ' =upper
UCN us Assigned Country
UGR 10 User group (HR master data)
USR 10 Users
Address  Logondata , SNC , Defaults PPV ER Roles | Profiles oy 1
Farameter 4‘
Parameter ID Parameter value Short Description
_BUK WAD1 Company code |E|
| |EAC WAD1 Caontrolling area @
_CVR SOW-2 CATS: Variant for time recording __|
_F‘n'S usD Currency unit
_HR_DISP_INI—"I’Y_NUH HR: Display Infotype Mumber
_LND us Country Key
_HIZIL 10 Personnel Country Grouping
_PNI us Country Key Vector for Country-Specific Infotypes
_PIZID 1 Default Status (PD)
_PIZIK M X PD: Views (Key, Short Text, Validity, etc.)
_PIZIP 01 Plan Version (FD)
_PST 1 Planning Status (PD)
_SEL X Upper and lower case in source code: W = lower, "'
_UEN us Assigned Country
_UGR 10 User group (HR master data)
UER 10 Users
I — —

11. Click on the ‘LicenceData’ tab.
a. Click on the right arrow until the ‘LicenceData’ tab appears (it is currently the last tab)

aults .~ Parameters . Roles . Profiles by (4]
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NOTE: If the professional user has only “Inquirer” roles on the position, assign the ‘mySAP Business Suite
Limited Professional’ type to the LicenseData tab. See SAP License Assignment Matrix
12. Change the Contractual User Type ID from mySAP Business Suite Employee to:
‘mySAP Business Suite Professional’ or
‘mySAP Business Suite Limited Professional’ depending on the roles assigned.
See the SAP License Assignment Matrix for what roles get what license.
// Parameters '| Roles i Profiles i Groups i Personalization ST (- BETES

Contractual User Type ID

[/' FParameters '| Ruoles i Profiles i Groups i Personalization SN« [E=IRE ]

Contractual User Type 1D

‘mySAP Business Suite Limited Professi®

13. Save the account
If NOT using Single Sign On (SSO) you are done. If you ARE using SSO continue to step 14.

Single Sign On (SSO)

14. Click the “SNC’ tab. Enter the SNC name in the following format ‘p:xxx\yyyy’ (see example below).
= xxx = 3 letter agency code
*  yyyyy = user network id

Address | Logondata = SNC | Defaults | Parameters | Roles | Profiles 5 OnE

SMC name podopiwillw

ﬂ Unsecure logon is allowed (sncfaccept_insecure_gui)
[ JUnsecure communication permitted (user-specific)
SMC data
dh Canonical name not determined

15. If the update is successful, a green check mark and the message “Canonical name determined” will

. . ] .
appear as it does below. Click on =l (Save) when finished.
Address | Logondata = SNC | Defaults | Parameters | Roles | Profiles ) BOE

SNC name p:dopwillw

Q Unsecure logon is allowed (snofaccept_insecure_gui)
[ JUnsecure communication permitted (user-specific)
SNC data Administrative data
% (Canonical name determined Created by WLWTEST
05/24/2005 11:03:32
Changed WLWTEST
05/24/2005 11:.03:32
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HCM UserID Maintenance
Reset HCM Password (SU01)

1. Enter transaction ‘SUOL’ (/nSUO01) to reset the password

2. Enter the UserlID for which you are re-setting the password.
a. Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User field. In

this example itis “11111111°. To search for the User, click on to search and select the User.

NOTE: Users will not be unlocked by resetting the password so always check if the user is locked by clicking on

the E Lock button. Unlock the user if needed.

b. Click on to Change Password or Shift + F8
User Maintenanlge: Initial Screen

07/« ama@

User 11111 (o)
Migs

3. Enter the new password Manually
a. Enter the new password and repeat for verification (Hardened password standards apply;
passwords must contain at least one letter, one number, one special character and be at least

eight characters long)
b. Click on lil to Continue

4. Upon successful update the following message will be displayed. Notify User of new password.
(& The password was changed

Security Administration Handbook v6 Page 46 of 124
Revised: 07/21/2009



Lock/Unlock HCM UserID (SUO1)

1. Enter transaction ‘SU01’ (/nSUO01) to lock or unlock a UserlD

2. Enter the UserlID (8 digit Personnel Number, including leading zeroes) that needs to be locked or

unlocked into the ‘User’ field. In this example itis “11111111°. Click the ‘Lock/Unlock’ button.
User Maintenance: Initial Screen

02 % 8 0@

USSR 11111111 [

3. A screen indicating the Lock Status of the User will appear.
a. If the useris ‘Not Locked’:

& %

b. If the user has been locked by the System Manager, there may be a specific reason, research
before unlocking:

& %

If the user has been locked due to incorrect login attempts:

C.

ga %
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4. To LOCK the user, click the ‘Lock’ button. The User is now locked.

5. To UNLOCK the user, click the ‘Unlock’ button. The User is now unlocked.

&) %

Mass HCM UserID Lock/Unlock (SU10)

There are many options for Mass User Maintenance, including locking of UserIDs, changing
Parameters and/or Defaults, etc.

1. Enter transaction ‘SU10’ (/nSU10) to lock or unlock multiple UserlDs

2. Select the Users to be Unlocked.
Option 1 — Enter the users manually
a. Enter the UserlDs (8 digit personnel number including leading zeroes) manually into the User
Field

' User Maintenance: Mass Changes Initial Screen

Ojlzlia)a)<E EE

User selection

| Address data || Authorization data |

User Full Name
20022671 Mickey Mouse
20022672 Minnie Mouse

b. Click the Lock =] or Unlock button, depending on whether you need to lock or unlock the
users.
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Option 2 — Select Users from a list
a. Click on the Authorization data button
User Maintenance: Mass Changes Initial Screen

[m]j 221 =Y E | =N EN

User selection
| Address data || Authaorization data "

b. Search on the User Group (like WA_1110). You can also search using any of the other options
to refine the results.

c. Enter the ‘Group for Authorization’, in this example it is XYZ_123. This would be your specific
Agency’s User Group.

d. Click on @ to execute the search.
Users by Complex Selection Criteria

&) 2L

Selection criteria for user

User
Group for authorization XYZ_123 p
lzer arnnn fneneraly =

e. Select and Transfer the Users to update

f. Click on the . (Select All button) or select individual users
g. Click on the Transfer button

Users by Complex Selection Criteria [ Users by Complex Selection Criteria

Full u-m]amp [m«{uﬁmmﬂme 1] User Type [Ret Used
FirstLast X/Z_123 A Dialog

] ¥ I Anmo'

ADlalnq B

|4Dialog

h. To LOCK Selected Users

1. Click on to Lock all the Users selected
User Maintenance: Mass Changes Initial Screen

N i@LEER
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2. Alog screen similar to the one below will appear. Click on the Expand button & ; the expanded
view will give a detailed log of each user that was locked

Log Display

= @)l B

Overview |Jumbe|

{@ Mass user changes 1

@ System: HRD Client: 700

]
@ Executed by: First Last (USERID) 1
[* @ Date: 07/07/2009, time 16:33:50. a8

i. To UNLOCK Selected Users

1. Click on to Unlock all the Users selected
User Maintenance: Mass Changes Initial Screen

nosaa@

2. Alog screen similar to the one below will appear. Click on the Expand button © ; the expanded
view will give a detailed log of each user that was unlocked

Log Display

= @)l B

Overview |Jumbe|

{@ Mass user changes 1

@ System: HRD Client: 700

]
@ Executed by: First Last (USERID) 1
[* @ Date: 07/07/2009, time 16:33:50. a8
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Non-Professional Users (ESS Users) Leave State Employment — Employee Status
is Withdrawn:

NOTE: DOP recommends to keep the SUO1 UserID account for withdrawn employees for at least 30
days after the termination of state employment. This account gives the user the authorizations to see
their pay statement in the Portal.

HCM:
1. Login to HCM — HRMS Production (RPO) — through the SAP Logon Pad
2. Verify the employee is withdrawn

1. Enter transaction PA20

2. Enter employee’s personnel number

3. Click the Overview button
4. Check the Status: Withdrawn
Mame RPN R I T M
PersArea [4650| Parks/Recreation Comm EEGroup |H Mon-Perm. Limited
PSubarea [B081| Non Represented EESubgroup |85 H—OTEIig>4Uhrsa‘w
Enter transaction ‘SUO1’ (/nSUO01)
Enter the UserID (Personnel Number, including leading zeroes) into the ‘User’ field.
Click the Display button = to verify the user
Click on the Back button & to go back to the User Maintenance screen
Click the Delete button @ and delete the account.

No o ~ow

NOTE: Portal User Administrator needs to delete personnel number UserID from the Portal.

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):

HCM:
1. Login to HCM — HRMS Production (RPO) — through the SAP Logon Pad

If the employee’s employment status is active or inactive (PA20), and no longer in your agency

2. Verify the employee status is active/inactive
1. Enter transaction PA20
Enter employee’s personnel number

2.
3. Click the Overview button
4. Check the Status: Active or Inactive

Mame s L Ten

PersArea |1000| Attorney General EEGroup |B| Civil Service Exempt
PSubarea [BOE1| Non Represented EESubagroup |81| Monthly(M) OT Exen(. Status  Active
Name |7 "E:00% imiia o

PershArea |2450| Military Department EEGroup || Permanent

PSubarea |0001| Mon Represented  EESubgroup |21 Monthly(M) OT Exemn $
3. Enter transaction ‘OOSB’ to remove the authorization (/nOOSB).
a. Click the “Position” button at the bottom of the screen and enter the eight digit UserID in the User
name field and click the green check mark. That will position the list to the selected UserlD
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Change View "User Authorizations": Overview

User name IAuth.proﬂle IStart date IEnd date IEchusion Display !
Z_WSPTEST  WA_2250 03/30/2006 12/31/9999 N
_Z_L\'SPTEST Wity 29R[ A2 AAIPAAF 412734 0000 |
“lz_wsPTES [ Another entry —
" |z_wsPTEST| User name | 5
* |z_WsPTEST| Auth.profile
" |z2_wsPTEST| Stat date
" |z_wsPTEST] -
T |z_wsPTEST] —
[v] S
I Fasition... | Entry 3,180 of 3,189

b. Click the box to the left of the UserlD

c. Click to delete the entry. Repeat for all entries for this UserlD that are associated with the
user’s access in your agency/personnel area.

Change View 'User Authorizations™: Overview

Username  |Auth.profile  [Startdate |Enddate  |Exclusion |Di
Z_DOTTESTEW WA_405A 05/31/2008 12/31/9999 O |

b. [_1z DOTTESTBW1 WA_405A 05/31/2008 [12/31/9999 0O |
( 7 PSHETEST, [=i 30000  05/83/2007 12/31/9999 [] i
7 FINAPPROV ALL 03/01/2006 12/31/9939 O [

- |Z_FINRPTPROC WA_1110 02/08/2006 12/31/9939 O [

You will see E@ Mumber of deleted entries: 1
d. Click the Save button H to save the table.

in the status area.

Enter transaction ‘SU01’ (/nSUO01) to update the UserID.
Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.
Click on the Display button @ and verify the user.

In the Logon Data tab; Click on Display/Change button ?| to enter the edit mode.
Change the UserGroup back to ESSUSER.

ser Group for Autharization Check
User group @SSUSER ) | User group for ESS user

©o~NOo gk

9. On the LicenceData tab change the License to the mySAP Business Suite Employee.
[/' FParameters '| Ruoles i Profiles i Groups i Personalization SN« [E=IRE ]

Contractual User Type 1D
| mySAP Business Suite Employee (CatI'E)|

Country Surcharge
[ Is
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10. Click on Save button to save the account.

If the employee’s employment status is withdrawn (PAZ20)

1. Verify the employee is Withdrawn

a. Enter transaction PA20
Enter employee’s personnel number

b.
c. Click the Overview button
d. Check the Stqt_u_s:_W_ithdrawn

Mame

PersArea [4650| Parks/Recreation Comm EEGroup |H Mon-Perm. Limited

PSubarea [0001| Mon Represented EESubaroup (03| H-OT Elig=40hrsfwkC Status  Withdrawn

2. Remove OOSB entries (See above for instructions)

NOTE: DOP recommends to keep the SUO1 UserlD account for withdrawn employees for at least 30
days after the termination of state employment. This account gives the user the authorizations to see
their pay statement in the Portal.

Noo ~w

Enter transaction ‘SUO1’ (/nSU01)
Enter the UserlD ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.

Click the Display button = to verify the user.
Click on the Back button & to go back to the User Maintenance screen.
Click the Delete button @ and delete the account.

NOTE: BI, E-Recruiting and Portal User Administrators need to do clean up on these professional user
accounts if the users had access to those systems.

Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this
change does not update the UserID account (SUO1) for that employee in HCM. The Agency User
Administrator must manually go into SUO1 and change employee’s name.

HPw b

6.

Enter transaction SUO1

Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.

Click the Display button 8 to verify the user.

Click on the Display/Change button 7 to enter the edit mode.

m Logondata , SNC  Defaults | Parameters . Roles , Profiles I m
Person =]
Title | [ ]
Last name Doe
First name Jane
Academic Title
Format Jane Doe

Change Last and/or First name

m Logondata . SNC . Defaults , Parameters , Roles | Profiles I E
Ferson [4]

[~]

Title fed
Lastname Jackson

First name Jane

Click on Save |Hl to save the account.

H
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Display Users by Role (SUIM)

1. Enter transaction ‘SUIM’ (/nSUIM) to Display Users by Role

2. Display Users for a Specific Role

3. From the User Information System screen, drill down to Roles > By Role Name and click on @ to
Execute.

=k - AL 2 oLl

HeBR %EBRah|®

Structure
¢ User Information System
[» User

L% By Transaction Assignment

4. Enter the role name (or search if you don’t know it) and click on © to Execute. To search for the

Role, enter SR3P* in the Role field and click on to search.
Roles by Complex Selection Criteria

Standard selection

Role [SR3 P_DE_LE:WE_I:DRR_

Role Short Text

Description EI

Language ID

[]5how Role Long Text
[v¥] Single Roles
[¥] Composite Roles

5. From the Roles by Complex Selection Criteria screen, select User Assignment to display all
users assigned to the selected role.
Roles by Complex Selection Criteria

|E | Transaction Assignments | E| E| E

1 Roles found

Role 1Type|RoIe name |
SRSF'_DE_LE.WE_CORR_F'ROCE @ Decentralized Leave Correction Processor

6. A list of Users will be generated.
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Roles by Complex Selection Criteria
B Roles I@ Profiles I Change documents E E @
Number of Users Selected:345

User ‘Complete name User group| Account na Locked Walid from Valid through |User Type |Ref. Use
S RN WA_4950 |WA_4950 ADialog
7. To download the results to Excel, Click on List > Export > Spreadsheet
[=
List Edit Goto User Settings System Help

Erint Shift+F1

Send.. Shift+F8
Exit shifteF3 | Eile.. Fo

8. Choose All Available Formats - Excel (In Existing XXL Format) and Click on @ to continue
III?Select Spreadshest ]

Formats:
) Excel (in MHTML Format)
(O Star Office 8 Calc/ OpenOffice.org 2.0 Cale
@ All Available Formats
| Excel {In Existing XXL Format) =l

[J Always Use Selected Format

©@3

9. Clickon @ to continue

10. Click on Table and @ to continue

11. Click on to continue
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Export list object to XL

{6 Microsoft Excel

12. Excel will open and display the data.
13. Save the spreadsheet on your computer.

Display Role Assignments for all Users (SUIM)
1. Enter transaction SUIM

2. From the User Information System screen, drill down to User > Users by Complex Selection Criteria

> Users by Complex Selection Criteria and click on ©
User Information System

e E| %R

Structure
' User Information Systemn
m— 57 UsEr
[»  Cross-System Information (Central User Administration)
Ty Users by Address Data
—"7 sers by Complex Selection Criteria

s ByuserlD

3. Leave all fields blank and click on © to execute the report
Users by Complex Selection Criteria

@= @

Selection Criteria for User

O,

User

Group for Authorization
User Group (General)
Reference user

User D alias

Role

Profile name

Security Administration Handbook v6
Revised: 07/21/2009

Page 60 of 124



4. The list returned should contain all UserlD within the agency. Click on the @ Roles (Roles) button
to display all roles assigned to the user.

Users by Complex Selection Criteria

F::":‘ Profiles = Change documents = 32 & 5 ¥ B =F choose % Save T F

Number of Users Selected: 157

User Mame = Complete name User group Account no. Locked [Valid from Yalid through
BW
ROLLED_OFF [ﬁ
ROLLED_OFF [ﬁ
BW

InTal B o o Tl o o

[

5. The report will be displayed. To download the results to Excel see the steps 7 — 13 in the Display

Users by Role above.
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Display Transactions by Role (SUIM)

1. Enter transaction ‘SUIM’ (/nSUIM) to Display Transactions by Role
2. From the User Information System screen, drill down to Roles > By Transaction Assignment and

click on & to Execute.

User Information System

HeB %*xEBab|®

Structure

7 User Information System
> User
S~  Roles

&> Roles by Complex Selection Criteria

Z» ByRole Name
T oA

L By T

ransaction Assignm

(th By Timip

(X» By Profile Assignment

3. Enter the transaction (or search if you don’t know it) and click on © to Execute.
NOTE: Single or multiple transactions can be entered here.

" Roles by Complex Selection Criteria

Selection by Assigned Transactions in Menu

Transaction code

suEi @

AND |

l
| Anp

AND |

| anD |

4. Alist of Transactions by Roles will be generated.
NOTE: You can view User Assignment by selecting a role and the User assignment button.

Roles by Complex Selection Criteria

BJE6] @] rmsscton sesonmens | ][+ | 2 & &) &) ¥ e v

183 Roles found

Role 1Type| Role name |
SR3P_0120_USER_ADMIN @ User Administrator - SEN

SR3P_0130_USER_ADMIM & |User Administrator - JTC

SR3FP_0140_USER_ADMIN &) |User Administrator - JLARC

SR3FP_0200_USER_ADMIN & |User Administrator - LEAP

SR3P_0350_USER_ADMIN @ User Administrator - O5A

SR3P_03230_USER_ADMIM & |User Administrator - JLS

SR3P 0400 USER ADMIMN &3 |User Administrator - SLC
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Display Role Information (PFCG)

NOTE: To see transaction codes in the User Menu click on Extras - Settings, check the Display
Technical Names check box and click the green checkmark button.

1. Enter transaction ‘PFCG’ (n/PCFG) or select ‘Role Maintenance’ from the main menu.
SAP Easy Access - User menu for

| £ | |

) Maintain Users Own Data

@ Evaluate Authorization Check

) Display HR Master Data

@ ERP PAYROLLIaunch Suite

@ Logged Changes in Infotype Data
@ Display Infotypes According to DDic

@ User Information System
I M Tonls

2. Enter the Role Name (or search for possible values) and click on @ to Display
Role Maintenance
@ @ & | B o Transactions

Role
Name

SR3P_CE_BENF_CONFIG_ANL
' >onfiguration Analyst

3. The first tab is Description; it will list who created it, last changed and a description.

Display Roles
"2 Y Otherrole | o
{Role] SR3P_CE_BENF_CONFIG_ANL
Description Centralized Benefits Configuration Analyst
=1 Description ' Menu k @ Authorizations k @ User k MiniApps k @& Personalization |
Administration Information Transaction Inheritance
Created Changed Derive from Role
User AMYL AMYL
Date 14.10.2084  81.11_2004
Time 15:18:53 15:56:43 o Delete inheritance relationships

I I e R =

The Benefits Configuration Analyst role is responsible for creating and
maintaining retirement plans in HRMS
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4. The second tab is Menu; this shows transactions available via the menu system for this role.
NOTE: To see transaction codes in this view click on the ‘Switch on technical names’ ™ button.
Display Roles

"3 Y Otherrole | o2

{Role} SR3P_CE_BENF_CONFIG_ANL /

Description Centralized Benefits Configuration Analyst /

& Desm'pﬁon @ Authorizations k @ User k MiniApps k @il/éonalizaﬁon |
Y=t

Target System

= '3 Role menu
@ Display Spool Requests
f) Evaluate Authorization Check
2 Waintain Users Own Data
2 Display HR Master Data
f) Maintain HR Master Data
) Enrollment
72 Termination of Participation
) Participation Monitor
f) Benefits Participation Overview
@ Automatic Plan Enrollment
&2 EOI Manitor

@ Mo destination

5. The third tab is Authorizations: this additional information about the authorizations for the role. Click
on @ to Display Authorization Data for the role.
Display Roles
‘9 & oerrole || [ |

Role SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

3| Description k @ Menu '@ Authorizations k @ User k MiniApps k@_l Personalization

Created by Last Changed On/By
User AMYL User AMYL

Date 14 102004 Date g1 .11 . 2004

Time 15:18:53 Time 15:408:26

Infarmation About Autharization Profile

Profile Mame  WACBECFGAN
Profile Text Profile for role SR3FP_CE_BENF_COMFIG_AML
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

Display Authorization Data
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6. Inthe Display role: Authorizations screen, expand the node to view specific authorizations. When
finished, click on Back(F3) & to return to the Display Roles screen.

Lispiay role: Authorizations
Eq dp Open Changed Maintained = Organizational levels... Information

aint . : @ Unmaint. org. Tewels @ open Tields, Status: Unchanged
SR3P_CE_BENF_CONFIG_ANL Centralized Benefits Configuration Analyst

Ea] Standard Cross-application Authorization Objects
Ea] Maintained Basis: Administration
= Changed Human Resources

—mE 2 Standard Personnel Planning
= 22 Changed HR: Master Data

= @@®@ Changed HR: Master Data

—d Authorization Tevel M, R
&y Infotype booe, eeed, 6169, 0171
&y Personnel Area *

&y Employee Group
—d5» Employee Subgroup
&5 Subtype

—&y» Oroganizational Key

[ NS

—a %Standard HR: Clusters
—@= = Maintained HR: Master Data - Personnel Number Check

7. The fourth tab is User; this will list users assigned to the role. Direct assignments are noted in
Black, Indirect (position based) assignments are shown in Blue.
NOTE: The roles should always be assigned to positions.

Display Roles
"2 O Otherrole | o |

Role] SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

31 Description k @ Menu k @ Authorizations MiniApps k @ Personalization
|@ User comparison |

rugerID User name From to
3_BENFCONFIG  [3_BEMFCOMFIG B3 .11.200431.12.9939
8_BENFCONFIG  |8_BENFCONFIG 03.11.2004(31.12.9999
9_BENFCONFIG 9_BENFCONFIG 63.11.2004(31.12.9939
[TESTIDA testid1 A6 .12 2004(31.12.9930

8. The fifth tab is MiniApps and the sixth tab is Personalization. At this time, disregard these tabs.
<>

Security Administration Handbook v6 Page 65 of 124
Revised: 07/21/2009




Display List of Infotypes (S_ALR_87101323)

1. Enter transaction ‘'S_ALR_87101323’ (n/S_ALR_87101323) or select ‘Display Infotypes According
to DDic’ from the main menu.

SAP Easy Access - User menu for .

BIE] B[ onermenu [T{aI[ ][ |1~

2. Enter the Info Type (* to view all, or specific value) and click on © to Execute.

EB' Evaluate Authorization Check

2 Display HR Master Data
Ga ERP PAYROLLIaunch 5

Lite

EB' Logged Changes in Infotype Data

2 Role Maintenance

Display Infotypes with Data Dictionary Structures

(®

Requested infotype

Oy

3. Alist of Info Types will be generated.

Display Infotypes with Data Dictionary Structures

|InthetaMe||Inthesvudum|

Infotype text

poeae
boed
0eoe1
boez
oea3
boe3
ooo4
boes
oeas
boeg
pooas
boeg
Be11
bo12
pe12
Bo13
oe14

A s

HR Master Record:
HR Master Record:
HR Master Record:
HR Master Record:
HR Master Record:
Additional Query
Additional Query
HR Master Record:
Additional Query
HR Master Record:
HR Master Record:
Additional Query
HR Master Record:
HR Master Record:
Additional Query
Additional Query
HR Master Record:

s R i

Infotype
Infotype
Infotype
Infotype
Infotype
Fields
Fields
Infotype
Fields
Infotype
Infotype
Fields
Infotype
Infotype
Fields
Fields
Infotype

[ E R B

aoeae
aoe1
aea1
(2]e] e
aea3

e]e] e}

aoe1
[o68

BO11
[o12

oe14

(Actions)

(Org. Assignment)
(Org. Assignment)
(Personal Data)
(Payroll Status)

(Leave Entitlement)

(Org. Assignment)
(Basic Pay)

(Ext .Bank Transfers)
(Fiscal Data - Germany)

(Recur. Payments/Deds.)
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Display Changes in Infotype Data (S_AHR_61016380)

1. Enter transaction ‘'S_AHR_61016380’ (n/S_AHR _61016380) or select ‘Logged Changes in Infotype
Data’ from the main menu.

SAP Easy Access - User menu for

BIE]| &) [& otermen || 5][@] 7] | [7][+

2 Role Maintenance [-
f2 User Master Data Reconciliation |:
2 Display Organizational Unit i
£ WMaintain Position

f Change Organization and Staffing
f2 Change Org. and Staffing (WF) o
2 Display arganization and Staffing
) Display Org. and Staffing (WF)
2 Reference Persannel Murmbers -
2 Flexible Employee Data

2 Display Infotypes According to DDic
2 Regeneration INDX far StructAuth.
) Compare INDX and T77UU

f Check and Compare T77UU

f2 Transport Organizer (Extended)

=rr

2. Select Long-term documents and enter InfoType to search on and click on @ to Execute.
Additionally, you can enter a range of InfoTypes and Changed dates.

Logged Changes in Infotype Data

Read documents from database
[¥] Lang-term documents
[]short-term documents
Selection
Transaction class
(@) Master data O Appl.data O Al
Fersonnel number m_l:l
Infotype poRz2 to -@
Changed by to
Qutput options
Default currency

[]Direct output of docs [IMNew page per doc.
[Joutput program selections [w] Qutputin ALV
Sort order

@ Time O Personnel na. O Infotype O User
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3. Alist of Changes in Infotype Data will be generated.
Logged Changes in Infotype Data

Logged Changes in Infotype Data

Pers.No.lTr.CIasslInfotypelDate |Time |N0.|User |
: A 0002 |05M32/2008 (071214 00 F 33
CriTIA 0ooz 05132008 073739 1
: 0002 |05M3/2008 |08:06:26

1
0002 |05M3/2008 |08:28:40 1
0002 |05M3/2008 |09:11:26 1
0002 |05M13/2008 |09:11:54 18
0002 |05M3/2008 |0912:52 1
0002 |05M3/2008 | 09:14:42 1
Nz InRAEANE  Na1A14 1

Display User Assignments (ZAUTH_DSP_USR_ASSIGN)

1. Enter transaction ‘ZAUTH_DSP_USR_ASSIGN’ (/nZAUTH_DSP_USR_ASSIGN) or select ‘Display

User Assignments’ from the main menu.
2 Role Profiles
2 User List
EB' Generate User Authorizations

7 Display HR Master Data

A 1leer Maintenanre

2. Display Roles and Profiles assigned to User

a. Enter the UserlD into the ‘User Name’ field. The UserlD should be the user’s Personnel
Number, including leading zeroes. In this example itis “11111111°. To search for the User,

click on to search and select the User.
b. Select Roles and Standard Profiles
c. Select P_ORIGIN (HR: Master Data)

d. Click on @ to Execute.
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Display User Assignments

d. 'DE | = Display Autharization Switch ||% Assigned Persons (Infotype 0105) |

Lser a.
User Mame 11111111

Assignments
(O Related Organizational Units
(J Structural Profiles

@ jpoles and Standard Profiles -

L) Display HR Authorizations

_DORGIN (HR: Master Data)

[ 1P_ORGXX (HR: Master Data - Extended Check)
[JP_ORGINCOM {HR: Master Data with Context)
CJP_ORGXXCOM (HR: Master Data - Extended Check with Context)
[JP_PERMNR (HR: Master Data - Personnel Mumber Check)
[JP_ABAP (HR: Reporting)

[JPLOG (Personnel Flanning)

e. The report will display Roles and Profiles assigned to the User selected.

Display User Assignments

Roles and StandardProfiles

User Mame 11111111

3. Click the Back button € to go back to previous screen.
4. Display HR Authorizations by Authorization Object

|R0|E! Profile Start date End Date
Related Roles in OM (Relationship 007)
Standard Profiles in OM (IT 1016}
Roles in User MasterRec SR3P_DE_PAY_ING 07/08/2008 | 12/31/9999
SR3P_DE_PERS_ADMIN_ING 07/08/2008  12/31/9999
SR3P_DE_T&A_INGQ 07/08/2008 | 12/31/9999
Standard Profiles in UserMastRec WADPADMING
WADPAYING_
WADTEAING_

a. Enter the UserlD into the ‘User Name’ field. The UserlD should be the user’s Personnel
Number, including leading zeroes. In this example itis “11111111°. To search for the User,

click on to search and select the User.
b. Select Display HR Authorizations
c. Select P_ORIGIN (HR: Master Data)

d. Click on @ to Execute.

Security Administration Handbook v6
Revised: 07/21/2009

Page 69 of 124



Display User Assignments
d. 1’E| | = Display Authorization Switch ||@ﬁ! Assigned Persons (Infotype 0105) |

User a
User Mame 11111111
Assignments

(O Related Organizational Units

O Structural Profiles

{0 Roles and Standard Profiles
_ORGIN (HR: Master Data)

[JP_ORGXX (HR: Master Data - Extended Check)
[]P_ORGINCOMN (HR: Master Data with Context)
[JP_ORGXXCOM (HR: Master Data - Extended Check with Context)
[[]P_PERMR (HR: Master Data - Personnel Mumber Check)
[JP_ABAP (HR: Repaorting)

[C]PLOG (Personnel Planning)

D

. The report will display authorizations assigned to the User selected.
Display User Assignments

SN T N 1 2 el G

Authorizations by Authorization Object

User Mame 11111111

Object [Authorization  |Field Name [Authorization Value Authorization Value
P_ORGIN  WADPADMIN... [INFTY 0128

P_ORGIN  WADPADMIN... INFTY 0165

P_ORGIN WADPADMIN... [INFTY 0167 0171

P_ORGIN  WADPADMIN... INFTY 0207 0210

P_ORGIN WADPADMIN... [INFTY 0234 0236

P_ORGIN  WADPADMIN... INFTY 0302
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Bl (Business Intelligence)
ZS Bl XXXX USER_ADMIN




Introduction

All Bl Users must first have an HCM Authorization Profile assigned through the OOSB (Table T77UA).
Bl UserIDs will have access to retrieve data on the next business day following the creation of their
UserID and role assignment(s).

There are two types of Bl Reporting Users:

= END_USER: This type of user will retrieve data from Bl through the HRMS Portal or
» POWER_USER: This type of user will retrieve data directly through BI

Bl Users will need UserID & password to display query results on the web (execute WBWT template).

When SSO users login to Bl for the first time the system will ask the user to either change the initial
password or deactivate it. Our recommendation is to change the password and keep a note of it, in

case the user needs to log in to Bl without using SSO. For example going to a Bl training.
I@Password Change Request

You were authorized by Secure Network Communication (SNC).
You also have a password. You must change this password.
(Reason: Password is Initial)

Password Change Password Deactivation

Old Password | FEERAARAARLS Instead of changing the password, you can decide that

the passwaord should be deactivated.

aaaaaaaaaaaa

Mew Password However, you can then no longer log on to this system

aaaaaaaaaaaa

Repeat Password using a password.

Entry is Case-Sensitive

NOTE: Changing initial Bl password will not affect logging in to the portal using SSO with a
professional LDAP account. This type of account requires the user to input their network password.

Also, Bl UserID accounts are created for access to E-Recruiting professional roles through the HRMS
Portal. This information can be found in the E-Recruiting and HRMS Portal chapters of this handbook.
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Maintaining a Professional Bl UserID Account

Create Bl UserID (SUO01)

Prerequisites:

v UserlID is created in HCM, has at least XXXX_Data_Profile role with a mySAP Business Suite
Limited Professional license

v" The Authorization Data Profile assigned through the OOSB in HCM (not required for E-Recruiting
Professional Bl Users)

1. Login to the BIP environment (HRMS Business Intelligence);

2. Enter transaction ‘SU01’ (/nSUO01) to create Bl UserlD

3. Copy the model UserID “Template_1D” to create the new UserlD.

a. Enter TEMPLATE_1D in the ‘User’ field.

b. Click on to COPY the Template UserlD.

User Maintenance: Initial Screen

0 7le @bl &

User Template_1d| @

NOTE: The TEMPLATE_1D UserlD was created to assist in the creation of new UserIDs. This ID contains basic
default settings that all UserIDs will need. There are several fields that will require changes after the copy is
performed and before the UserID will be useable in the system.
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4. Enter the new UserlID (Personnel number, including leading zeroes to create an eight digit UserID.

This must match the UserID in HCM — HRMS Production) and click on E (Copy) to continue.
IlI?Cop\,r Users

From TEMPLATE 1D
To

Choose pars
[]Address

[#] Defaults

[w]User Parameters
[v] Reference User

[w] Raoles

[v] Authorization Profiles
[w]User groups

[v] Personalization

[w] Licence Data

SAP Easy Access Seftings

5. From the ‘Logon data’ tab, update the following:
a. Make sure Dialog is selected for the User Type

SMC i Defaults { Parameters { Roles

Logon data

(User Type @

fird

b. Click in the initial password field and type in an initial password and then retype the same
password in the Repeat Password field. Note that ‘hardened’ password standards apply (i.e.
must contain at least 1 letter, 1 number and 1 special character, and must be at least 8
characters long). DO NOT click on the wizard button. This will generate a 40 digit password.

Password

This entry is case sensitive

|r|itiEI|pEIEEWUrd \Vf A AR A A AR A A A A AR A A AR A AR R AR R A AR AR A A AR AR AR A AR

AR A A A AR AR AR A AR AR AR AR AR A AR AR A AR AR A AR AR A AR

Repeat password
Passwaord Status

c. Make note of the password for distribution to the Bl User and to map the Bl account to the
HRMS Portal account if needed.

NOTE: All Bl Users will need UserID and password to display query results on the web. The (SSO) Bl User
should always use the SSO button on the SAP GUI logon pad.
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d. Enter the User Group for your Agency. To search, click on the button to search for your

User Group.

User Group for Autharization Check

Iser group

CTA_1110

G

e. Enter the valid from and valid through dates.

Walidity Period
Valid from

B9/10/2008

Yalid through

12/31/99499

6. Select the ‘Address’ tab, enter user’s first and last name and any other desired information and
press enter when complete.

nE

Person
Title

Lastname

(11111111

First name

Academic Title

Farmat

11111111

Function

Department

Room Mumber

Floor

Building

=]

Communication
Language

e

Telephone

| Extension

| Othercommunication.. |

Mohile Phone

Fax

| Extension

[ ]

E-Mail

o] o]olo

Comm. Meth

]

Assign other company address. .

Assign new company address I

Company

[+

[ ]
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7. Click on the ‘Defaults’ tab. If you did not copy this UserlD from ‘Template_1D’, ensure the following

fields are filled as shown:

Start menu

Logon Language /|ﬁ|

Decimal Motation { |‘1.234,55?.89

Date Format \ | MM/DDAYYY a
H]

Time Format{12:24h)\|g4 Hour Format (Example?12:05:10)
O —

Spool Control

OutputDevice ( [LocL )

[]output Immediately
[ Delete After Output

Fersonal Time Zone

ofthe User PET
Sys. Time Zone ST
CATT

[JCheck Indicator

oE|

If NOT using Single Sign On (SSO) you are done. If you ARE using SSO continue to step 8.
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Single Sign On

8. Click the “SNC’ tab. Enter the SNC name in the following format ‘p:xxx\yyyy’ (see example below).
xxx = 3 letter agency code
" yyyyy = user network id

SMC Status

CO@ 3MC is active on this application server

& Unsecure logon is allowed (snofaccept_insecure_gui)

SMNC data
SMC name W) |
&y Canonical nameEmetdetermmed

[JUnsecure communication permitted (user-specific)

9.

If the update is successful, a green check mark and the message “Canonical name determined”
will appear as it does below.

SMC Status

CO@ 3NC is active on this application server

& Unsecure logon is allowed (sno/accept_insecure_gui)

SMC data
SMNC name p.dopWwillw |
«¥ (Canonical name determined

[JUnsecure communication permitted (user-specific)

10. Click on [El (Save) when finished.
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Assign Professional Roles to a Bl UserlD Account (SUO1)

NOTE: The GENERAL ACCESS role MUST be assigned to all Bl user accounts. For E-Recruiting Professional
Bl Users this is the only role needed in Bl. For assigning multiple users, Mass UserID Maintenance (SU10) can
also be used.

Roles for Bl UserIDs

Bl users will need the following roles:

ZS Bl _GENERAL_ACCESS (Contains general use transactions),
ZS_BI_XXXX_END_USER or

ZS_Bl_XXXX_POWER_USER (where ‘XXXX’ is your personnel area)
ZS Bl XXXX_WBWT Agency Workbook/Web template)

ZS Bl _SOW_WBWT (State of Washington Workbook/Web template)

and one OR more of the following

ZS BI-FI_ANALYSIS (Access to Financial data)
ZS_BI-HR_ANALYSIS (Access to HR data)

ZS BI-ER_ANALYSIS (Access to E-Recruiting data)
ZS BI-GR_ANALYSIS (Access to Grievance data)

Roles in Bl are assigned directly to the UserID.

1. Log into BIP (HRMS Business Intelligence);

2. Enter transaction ‘SU01’ (/nSUO01) to Assign Role(s) to UserlD(s)

3. Enter/Search for the UserID.
a. Enter the UserlID (8 digit Personnel Number, including leading zeroes) into the ‘User’ field. In

this example it is ‘11111111, To search for the User, click on @ to search and select the User.

b. Click the ‘Change’ %I button.

Uger Maintenance: Initial Screen
D@ @D @ 4

a

x:""w"‘u
Alias
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3. Click the ‘Roles’ tab, enter the Role name.
a. If you know the role, type it in the first empty cell and press enter.

b. To search for the Role, click on to search.

B EEE A0 < roe B Roe |

Reference user for additional rights

3t |Role Type |Valid From |Validto Mame
@ Z=_BI_GENERAL_ACCE:: ,_.@ A7 (0872008 12/31/9999 BI.GEMERAL ACCESS E|
b.( & ) [+]

\_/ I

c. Enter ZS_BI* in the ‘Single Role’ field

d. Click on Iil to Start Search
I Rote Name (1) o= /]

Single Rol...

Single role ES_EII*)
Role name
[+]
Maximum No. of Hits 500 [+]
|[] I_ [ R

(v)e@]=

e. Select the role(s) desired and place a checkmark in the box to the left.

f. Click on Iil to copy/continue
[ Raole Mame (1) 500 Entries found EE

Single Roles

=
f MREBER|EE
Single role Role name
[0 25 _BlL_0110_END_USER BIEND USER - 0110 [«]
[0 25 BlL_0110_POWER_USER BI:POWER USER - 0110 (=]
O 23 BLLO110_SECURITY_AUDIT BESECURITY AUDIT -0110
L Z5_BI_0110_USER_ADMIM BIUSER ADMIMISTRATOR - 0110
BI_0110_WBWT BIWORKBOOK WEB TEMPLATE ROLE - 0110
Z5_BlI_01M20_EMND_USER BILEMD USER - 0120
1 oAl ndon POWER TI2FR RI-PMWER T I2ER - N0
g. Repeat as necessary to add any additional roles.
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4. Click on LicenceData tab:

If the Bl user has the ZS_BI_XXXX_POWER_USER and/or ZS_BI_XXXX_USER_ADMIN role
do the following:
a. In Contractual User Type ID choose mySAP Business Suite Professional

[/' FParameters '| Ruoles i Profiles i Groups i Personalization SN« [E=IRE ]

Contractual User Type 1D
mySAP Business Suite Professional (CiEl

If the BI user has the ZS_BI_XXXX_END_USER with any other roles except for USER_ADMIN
do the following:
a. In Contractual User Type ID choose mySAP Business Suite Limited Professional

//’ Parameters .l Roles , Profiles , Groups | Personalization g8 E(s=)(==nE e

Contractual User Type ID
‘mySAP Business Suite Limited ProfessiT)

NOTE: It is the agency Security Administrator réspén%ibility to manage the correct license
assignment.

5. Click on =l to save changes.

Reconcile Roles Using SUO1

1. Enter Transaction SUO1
2. Enter the UserID of the employee you just added roles to

3. Click on ¢ to Edit.

4. Click on the Roles tab

5. Double click on the green square to the left of the newly assigned role.

6. Display Roles window opens

7. Click on the User tab
a. If the @ Usercomparison | ‘{User comparison’ button is red, Click on the | @ User comparison | pytton
b. Inthe Compare Role User Master Record popup, click on | Complete comparison ‘Complete

Comparison.’
(3 Description . @ Menu . @ Workflow . O Authorizations 4

MiniApps | & Persc i

a.
@ |EI Organizational Mg___l ||j( User comparison ||
User Assignments
User ID [User name [From [to i
Z_DOPTESTEW TEST Z_DOFTESTBW 05.08.2008 31.12.9999
Z_DOPTESTEW1 TEST Z_DOPTESTBW1 08.08.2008 31.12.9999
Z_DOPTESTGR2 TEST 7 DOPTESTGR2 02.08.2008131.12.9999
Z_DUPTESTGRB"I?Compare Role User Master Record
| |Z_DOTTEST Last comparison Complete adjustment
Z_DOTTESTBI| | Tjsar: User SO
| [FMULTIAGY1 [} pate 30.09.2008 Date 30.09.2008
| [PMULTIAGY [ g 12:23:00 Time 12:33:00
Z_WSPTEST
EII”: Information for user master comparison
Status  User assignment has changed since the last user master record comparison
I: ¥ Complete comparison Information 7
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8. All buttons within the ‘User’ tab should now be green.

Raole
Role [ZS_BI-FI_ANALYSIS |
Description |BI:FINANCE INFOPROVIDER |

User D User name From to [
7 DOPTESTEW: =)t Z_DOPTESTBW 03.08.2008 31.12.9999
Z_DOPTESTBW1 testZ_DOPTESTBW1 03.08.2008 31.12.9999
Z_DOPTESTGR2 TestZ_DOPTESTGR2 03.08.2008 31.12.9999
7 DOPTERTGRR Test7 NOPTFETRR A& AR PARR 31 12 0000

9. Close the Display Role screen.
10. Repeat from step 4 for any other roles.

Delete Professional Roles from a Bl UserID Account (SUO01)

1. Log into BIP (HRMS Business Intelligence)
2. Enter the UserID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field.
3. Click on the Display button @ and verify the user.
4. Onthe Roles tab; Click on Display/Change button Z o enter the edit mode.
5. Click on the box to the left of the role(s) to select
EDE|
QI@'E'%‘IH'HG‘« Role |B Role |
Reference user for additional rights
5t |Role Type |Valid From [Validto MName
@ ZS_BI_3100_USER_ADMIN @ [22.06.2009 [31.12.9999 BLUSER ADMINISTRATOR <]
@ ZS_BI_GENERAL_ACCESS @ ©2.04.2000 31.12.0999 B-GENERAL ACCESS [T
02.07.2009 31.12.9999 _I_l
6. Click on Delete Row = button to delete the role(s)
7. Click the Save [H button to save the account.
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Bl UserlD Maintenance

For the complete steps of maintenance processes, refer to the previous chapter HCM UserID
Maintenance. The steps are the same in Bl as they are in HCM.

Reset Bl Password (SU01)
Lock/Unlock Bl UserID (SUO01)
Mass Bl UserID Lock/Unlock (SU10)

Some of the options where the SU10 Mass User Maintenance transaction might be more effective than
one-at-a-time changes are:

e locking of UserlDs,
e changing Parameters and/or Defaults,
e assigning common roles to a large group

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):
Bl:

Log into BIP — Business Intelligence Production — through the SAP Logon Pad

1.
2. Enter transaction ‘SU0L’ (/nSUO01) to delete the UserID.
3. Enter the UserID (8 digit Personnel Number, including leading zeroes) into the ‘User field. In this

example itis ‘11111115’. To search for the User, click on @ to search and select the User.

Click the Display button = to verify the user
Click on the Back button & to go back to the User Maintenance screen

Click the @ ‘Delete’ button
User Maintenance: Initial Screen

DJz)kd Bzl

o gk

User f1111115

Alias

7. A screen like the one below will appear. Click the “Yes’ button if you are sure you want to delete the
User. The User is now deleted.

Delete User

User
11111115
should be deleted

@ Delete User

Mail user deleted too!
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Employee has a Name Change

NOTE: When an employee has a nhame change and the HCM personnel master record is updated, this
change does not update the UserID account (SUO1) for that employee in Bl. The Agency User

Administrator must manually go into SUO1 and change employee’s name.

i (CIE

2]
[~]

1. Enter transaction SUO1
2. Enter the UserlID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field
3. Click the Display button g to verify the user
4. Click on the Change/Display button 7 to enter the edit mode
- MY logondata | SNC | Defaults | Parameters | Roles |, Profiles

Fersan

Title 1 =]

Lastname |Doe |

First name |Jane |

Academic Title | |

Faormat |Jane Doe
5. Change Last and/or First name
- MIETEY) logondata | SNC | Defaults | Parameters | Roles | Profiles

Ferson

Title [ a|
Lastname |Jackson |
First name |Jane |

6. Click on Save = to save the account.

Security Administration Handbook v6
Revised: 07/21/2009

Page 85 of 124



Security Administration Handbook v6 Page 86 of 124
Revised: 07/21/2009



E-Recruiting User
Administrator
SERP USER ADMIN



Introduction

This will assist/direct you in the administration and maintenance of E-Recruiting UserIDs, to ensure alll
employees have access to E-Recruiting functionality.

State employees will have both an Employee Self Service (ESS) account and an E-Recruiting account.
Employees may access E-Recruiting from their ESS account (My Career tab). This tab allows the state
employee to search and apply for jobs through E-Recruiting.

Employees will be able to reset their own password for ESS as long as they have entered their email
address in their ESS personal information.

If the password for the ESS account needs resetting, you will perform this action accessing the UserlD
(personnel number) account in the HRMS Portal. If the email address has been added in ESS the
employee will receive an email with their reset password. NOTE: This functionality is not supported on
the new IE8 browser.

If the password for the E-Recruiting account needs resetting, you will perform this action accessing the
UserID (personnel number) account in EPO through the SAPGUI Logon Pad.

There will also be agency Recruiters that will need access to E-Recruiting through the HRMS Portal.
Agency Recruiters WILL NOT access E-Recruiting through their ESS accounts but through a different
account in the HRMS Portal. We call this a Professional Portal account. This professional account will
allow agency recruiters to perform recruiter functions through E-Recruiting. The professional user can
also run E-Recruiting reports if assigned the appropriate roles in EPO and in BI.

To have a successful Professional account for E-Recruiting through the HRMS Portal you will first need
to make sure all of the appropriate accounts are created. The accounts that are needed can be found
listed in the Types of E-Recruiting Users section.
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Types of E-Recruiting Users - New to Launch B (October 2008)

+ Internal Job Seeker — This account is a Non-Professional E-Recruiting account created by
DOP Centralized Security Administrators in EPO to give access for internal job seekers to
search and apply for jobs through their My Career tab in Employee Self Service (ESS).

+ E-Recruiter — This account is a Professional E-Recruiting account where the user performs
a variety of recruitment activities. This type of user needs to have the following accounts
created:

1. E-Recruiting roles assigned to the UserID account in EPO.
E-Recruiting professional roles assigned in EPO should also have a corresponding HRMS
Portal Group role assigned to their Professional Portal account. Not all E-Recruiting
professional roles have a corresponding portal group role. The available corresponding portal
group roles are listed in the crosswalk table below.

E-Recruiting Roles Portal Roles
SERP_RCF_ASSESSMENT ER_Assessment_GRP
SERP RCF _DE_ADMIN_LIMITED ER_DecentralAdminLimited_GRP
SERP_DE_RCF _JOB_SEEKER_SUPPORT ER_DeCentralJSSupport GRP
SERP_RCF_DECISION_MAKER ER_DecisionMaker_GRP
SERP_RCF_MGR_AS RECRUITER ER ManagerAsRecruiter GRP
SERP_RCF_RECRUITER ER_Recruiter GRP
SERP_RCF_RECRUITER_LIMITED ER_RecruiterLimited GRP
SERP_RCF_RECRUITER_SUPPORT ER_RecruiterSupport GRP
SERP_RCF_REQ REQUESTER ER_RegquisitionRequest GRP

2. Business Intelligence (Bl) User Administrator creates UserlD account
and assigns/verifies the ZS_BI_GENERAL_ACCESS role is assigned in BIP.

3. Professional account in the HRMS Portal. The agency Portal User Administrator checks
to see if there is already an LDAP account (email address login account) in the HRMS
Portal. If not, then the user administrator creates an agency domain\network username
account (UME: example; dop\juliaw). AND

e Assigns the E-Recruiting portal group roles (corresponding to roles assigned in
EPO).
e Map the professional portal account to the BIP userID account.
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Maintaining a Professional E-Recruiting UserID Account

Assign Roles to E-Recruiting UserID’s

1.

2.

Log into E-Recruiting EPO (HRMS E-Recruiting Production), from the SAPGUI logon pad.

In the transaction field, enter transaction code SUO1 (/nsu01) to get to User Maintenance to assign
a role(s) to a UserlD.

Enter the UserID (8 digit personnel number, including leading zeroes) in to the “User” field, OR,

click on @ to search and select the User. Click the change icon.
User Maintenance: Initial Screen

D\l alalalld
2nd

Lser

If you see the “User xxxxxxxx does not exist” pop-up box, there are a couple of possibilities; either
the E-Recruiting UserID has not yet been created, --or-- the UserID you entered is incorrect. Click
the green check, then confirm/verify the UserID you entered is correct. If not, repeat step 3 with
correct UserID. If you still see this pop-up, you will have to wait until this E-Recruiting UserID has
been created by the DOP New Employee UserlD Process (HRUSER process).

III:'Infnrmatiun

ﬁ Jger -t does not exist

NOTE: If more than a week has elapsed since the new person was entered into the HRMS database and they still
haven’t appeared in E-Recruiting (or ESS) call the DOP Help desk at 360-664-6400 and ask for assistance from
the DOP Central Security Administrators.

5. On the “Maintain User” screen, click the “Roles” tab.

Maintain User

Lser EERRRCETY
Last Changed On

Address '| Logon data i Defaults i Paramete@

23.09.2006|13:29: 51 Status
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Search for the E-Recruiting role to be assigned. Enter “serp*” in the first empty cell under “Role”,

and click on .
Address .l Logon data i Defaults i Parameteram

Feference user for additional rights RCF_CAND_INT
Role Assignments

St _Pvag |valid From |valid to
serp* ‘ ,

15'( 2nd

7. Click the green checkmark to start search. (Make sure the tab is on Single Roles)

an

N

IE role Mame (1)
Single rale EERF*
Fole name
b axirnumn no. of hiks a00
t  u
| gt |03 |
V
8. Select role(s) to be assigned and click the green check.
I'I:“'Rtlle Marne (13 17 Entries Found i
m Single Ralez Compozite Rales L
-
A EE R EEEE)
~— |5ingle role 1Hule narne
SERFP_CE_RCF_BUSIMESS _ADMIN ER: Centralized Business Administrator for Erecruiting

SERP_CE_RCF_RECRUITER ER: Centralized Recruiter for Erecruiting

SERP_RCF_ASSESSMEMT ER: Assessment for Erecruiting
SERP_RCF_COmMPLIAMCE_ADMIMN ER: Compliance Admin for Erecruiting
SERFP RCF DECISION MAKER ER: Decision Maker far Erecruiting

SERP_CE_RCF_J0B_SEEKER_SUPFPORT ER: Centralized Joh Seeker Support for Erecruiting

SERFP_DE_RCF_BUSIMESS _ADMIN ER: DeCentralized Business Administrator far Erecruiting
SERP_DE_RCF_J0B_SEEKER_SUPPORT ER: Decentralized Job Seeker Support for Erecruiting
| [v] ) |SERP_DE_RCF_RECRUITER ER: Decentralized Recruiter far Erecruiting
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9. Click on the LicenceData tab and choose mySAP Business Suite Professional or mySAP Business
Suite Limited Professional depending on the roles assigned. Refer to SAP License Assignment
Matrix for correct License assignment.

NOTE: It is the agency Security Administrator responsibility to manage the correct license
assignment.
// Parameters '| Roles i Profiles i Groups i Personalization ST (- BETES

Contractual User Type ID

//f Farameters -l Roles |, Profiles | Groups | Personalization g8 === BEE|

Contractual User Type 1D
‘mySAP Business Suite Limited Professi®

10. Click on &l (just right of the transaction box, top of your screen) to save changes; you should see
F@ User &0 0027 Dwgs saved

in the lower left status area of your screen.

Reconciling the Role

11.0n the “User Maintenance: Initial Screen”, click Display.
12.0n the “Display User” screen, click the “roles” tab.

Display User

Jser} T

—ast Changed On Ber T AL 16.10. 2007 | 03:52: 46 Status

m Logan data i Defaults i Parametem(; Roles ;2F'

13.Double-click the green icon to the left of the role name you just assigned; the “Display Roles”
screen will open in a new window.

Address '| Logon data i Defaults i Parametersm

Reference user for additional rights RCF_CA

Role Assignments

h’ype |‘Ja|id Fram
(@ 23.09.2006

................................... -

|
| | @BERP_DE_ACF_RECRUITER
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14.Note the yellow triangle, and click on the “User” tab.

Display Roles
| 1=

|5ERP‘_DE_HEF_HEEHUITEH

|ER: Decentralized Recruiter for Erecruiting

Description

., Description

@ Menu B Workflow . @ Authnrizatinns<; o User ;)ﬂniﬂq

15. Note the red light, and click on the “User comparison” button.

Display Roles
\Ex)

|5ERF‘_DE_REF_HEEHUITEH

|EF{: Decentralized Recruiter for Erecruiting

Description

7 Description " @ tenu B Workilow . @ Authorizations Mini&pps

@ | @ Organizational Mg.. ‘D N

16. Click on “Complete comparison”
III?' Compare Role User Master Record

Last comparison Complete adjustment

User! TONYA User | TONYA |
Date 23 .09 2006 Date 23 .09 2006
Time 14:24:52 Tirme 14:24:52
Information for user master comparisan

Status Lser assignment has changed since the last user master record compatisan

— i
g% Complete comparison ﬂE Information |
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17.Note the green lights on the “User comparison” button, and on the “User” tab. Click the green
“pack” arrow to close the window opened in Step #13, and you will return to the “Display User”
screen.

=
Eole Edit Goto LUilities  Systern Halg
© W an(eae
Display Roles
Role

18. Click the green “back” arrow and you will return to the User Maintenance screen.

You have just assigned E-Recruiting professional roles in EPO. You will need to contact your agency’s
Bl User Administrator and Portal User Administrator to create the required accounts to access
E-Recruiting through the HRMS Portal. Bl account will need the required General Access role
assigned; the professional portal account will need the corresponding E-Recruiting portal group roles
assigned.

These procedures can be found in the Business Intelligence and HRMS Portal chapters in this handbook.

E-Recruiting UserID Maintenance

For the complete steps of maintenance processes, refer to the previous chapter HCM UserID
Maintenance. The steps are the same in E-Recruiting as they are in HCM.

Reset ER Password (SU01)
Lock/Unlock ER UserID (SU01)
Mass Lock/Unlock ER UserlID (SU10)

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):
E-Recruiting: DO NOT DELETE THESE ACCOUNTS! Delete the roles only

1. Login to E-Recruiting EPO (HRMS E-Recruiting Production)

2. Enter transaction ‘SU0L1’ (/nSUO01) to delete the roles.

3. Enter the UserlID (8 digit Personnel Number, including leading zeroes) into the ‘User’ field
4

5

Click the Display button = to verify the user
Click on to enter Edit mode
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6. Click on the Roles Tab
bDE)

RCF_CAND_INT

St Type |Valid From |Valid to Mame

(] < 10/21/2008 12/31/9999 ER: Manager as Recruiter

@ SERP_RCF_RECRUITER @ |10/21/2003 [12/31/9999 ER: Recruiter for Erecruitin

@ SERP_RCF_RECRUITER_SUPPORT @ |[10/21/2008 |12/31/99089 ER: Recruiter Support for |
[4]
[~]

R e [« ][+
7. Click on the box to the left of the role(s) to select

Reference user for additional rights RCF_CAND_INT

St |Role Type |Valid From |Valid to Mame
10/21/2008 12/31/9999
10/21/2008 12/31/9999
10/21/2008 12/31/9999

[0 | Ef

Reference user for additional rights

RCF_CAND_INT

St |Role Type |Valid From |Validto Mame

Gh
[0 ) N

K| D I

9. On the LicenceData tab change the Contractual User Type ID to blank. The user will inherit the
mySAP Business Suite Employee license from the RCF_CAND_INT reference user.

Contractual User Type 1D

I
10. Click H save.

NOTE: HCM, BI and Portal User Administrators need to do clean up on these professional user
accounts if the users had access to those system
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Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this
change does not update the UserID account (SUO1) for that employee in E-Recruiting. The Agency
User Administrator must manually go into SUO1 and change employee’s name.

1. Enter transaction SUO1
2. Enter the UserlID ( 8 digit Personnel Number, including leading zeroes) into the ‘User’ field
3. Click the Display button 8 to verify the user
4. Click on the Change/Display button 7 to enter the edit mode
- MITETY) logondata | SNC | Defaults | Parameters  Roles , Profiles anE
Fersan (]
Title | | H
Lastname Doe
First name Jane
Academic Title
Format Jane Doe
5. Change Last and/or First name
- AT Logondata | SNC | Defaults | Parameters | Roles | Profiles aoE
Person =]
Title g [*]
Lastname Jackson
First name Jane

6. Click on Save = to save the account.
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HRMS Portal — User Admin



Introduction

There are three types of Portal Logon ID’s:

1.

Personal ESS User Logon ID - Created by Department of Personnel (DOP). The Logon ID is the
user’s 8 digit Personnel Number. This Logon ID may be locked, unlocked or have its password
reset by the Agency’s Portal User Administrator(s).

Professional LDAP Logon ID - Users accessing the Portal who are connected to the state’s Active
Directory tree will be granted Portal access based on their email address and network password.
The Logon ID is the user’s agency email address. Password resets for these are the
responsibility of the agency network admins.

Professional UME Logon ID - Created by the agencies’ Portal User Admins. The Logon ID is the
user’s agency domain\network username (dop\warrenk). These accounts require maintenance
by the agency User Admins, including creation, deletion, password resetting, locking and unlocking
of the accounts, and role/group assignments.

Logon to the HRMS Portal

1.

Logon to the HRMS Portal from work; open your web browser and enter this URL if your agency is
in the Enterprise Active Directly (INSIDE the State Government Network) https://myhrms.wa.gov/irj

Logon to Portal from work, home or anywhere outside the State Government Network (SGN) enter:
https://wahrms.wa.gov/irj

Inside the SGN (In the Active Directory) - enter your work email address (like
warrenk@dis.wa.gov) as your Logon ID to enter the secure (HTTPS) portal. Use your normal
network password to login. If the agency is single sign-on (SSO), users should go directly into the
portal. (If you are logging in outside of the SGN you would still use your email address and
network password).

Outside the SGN - If you normally have to log into the Portal using your agency domain\network
username (like dis\warrenk) there will be no difference in Logon ID or password from any location.
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Professional Portal Accounts

There are two ways to setup access for a user in the Portal. This depends on whether or not your
agency is connected to the State Government Active Directory:

1. If you are IN the State Government Active Directory, your employee’s accounts are already created
in the portal. The user’s email address is his/her Portal Logon ID. Logging into the portal is based on
the user’'s email address and network password and could also possibly be Single Sign On (SSO).

2. If you are NOT a member of the State Government Active Directory, you must Create/Delete your
agency Professional Portal UserlD/Logon IDs and manage their passwords.

As a Portal User Administrator, you may:
a. Assign the User Admin SINGLE role. (*User* Admin*)
b. Assign the HR HtmIGui_ GRP GROUP role. (Access to HRMS through the WEBGUI)
c. Assign the Bl Reports GRP GROUP role. (Access Bl reports and/or E-Recruiting reports)
d. Assign E-Recruiting GROUP Roles (Access E-Recruiting functionality)
e. Map the Portal Logon ID to BIP UserID Account.

The image below shows the HRMS Portal. You should at LEAST have the “User Administration” tab
shown, and the “Identity Management” sub-tab also selected. Many actions can be initiated from this
screen directly: Create User, Delete, Lock/Unlock, and Advanced Search. We recommend using the
“Advanced Search” option if you do not know the exact Logon ID.

NOTE: To search for the e-mail address as a Logon ID you have to use the Advanced Search and search by the
e-mail field.

e | Identity Management - SAP NetWeaver Portal - Microsoft Internet Explorer . @B|
Fle Edt View Favorites Tools Help "
(PBack - () \ﬂ |EL| W ) search 5.7 Favortes 2) vig W - i 3
Address | &) https://myhrms.wa.gov/i/portal v BGo Lnks ”

e N - HR
User Administration
Identity Management | Import | Activity Reports
Identity Management | History, =l

»

B
I Search El
Search Criteria User |~ All Data Sources = Go| Advanced Search|
Select All| Deselect All|  Create User| Copy to New User| Delete| Unlock| Lock| Generate New Password |  Export|
T... Sfatw Logon ID = Name < Department = Data Source =
Enter a search parameter and choose Go. ﬂ
&] Done 2 @ Trusted sites
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Advanced Search

Select the “Advanced Search” option on the Identity Management screen. This will take you to the

following screen:

1. Search for a user by the Logon ID, Last Name, First Name or E-Mail Address
Hint: When searching you may substitute the asterisk in any character position to represent
unknown characters or wrap known characters around multiple asterisks. (EX: warrenk*;

*@*.wa.gov)

2. Click the Search button. You will see the screen similar to the one shown below.

I Search

Advanced User Search

Search | Clear Search Criteria | Close Advanced Seach

Account Information Contact Infermation Additional Information

Frequently-Used Information General Information

Logon ID: Ewarrenk’{

Last Name:

First Name:

E-Mail Address:
Telephone:

Fax:

Maobile:

Unapproved Users: (]

Security Policy:  [All ]

Data Source: All Data Sources ﬂ

Select AII| Deselect AII| Create User| Copy to New User Delete| Unluck| Luc:k| Gengrate New Pagsword Export
Type Statuz = Logon ID = HName = Department = Data Source
& @ Kelly, Warren (DIS) LDAP
& @ Kelly, Warren (DOP) HRISD LOAP

3. Click on the user you need. The selected user will be highlighted and the Details view will be shown.

Advanced Search can be used to find all types of Portal user accounts: ESS, Professional LDAP (e-
mail) and Professional UME (domain\network username)
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Maintaining a Professional Portal Logon ID Account

Creating Professional Portal Logon IDs (UME)

NOTE: If you are in the Active Directory and/or a Single Sign On (SSO) agency you do not need to create
Professional Portal accounts. They are created automatically and the login ID is the e-mail address. To login
to those accounts you will need to use your network password. You will only need to assign groups/roles to
those accounts and map to the Bl account.

|I| Mo element found.
I Search

Advanced User Search

Sedrch | Clear Search Criteria | Close Advanced Seach
General Information Account In

Logon ID: El:luph-.'ﬂrren| :

Last Name:

First Name:

E-Mail Address:

Telephone:

Fax:

Mokbile:

Unapproved Users: O

Security Policy: Al |

Data Source: All Data Sources ﬂ

Select All| Dezelect All Create ,_ae-'| Cppy to New User Delete

Type  Status = Logon ID =]

1. Click on the “Create User” button (circled in red above) and your screen format will change to what is
shown below:
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I Details

Save | Cancel

General Information Account Information Ceontact Information Additional Information Assigned Roles Assigned Groups

Logon ID: = DOPwarrenk
(& Define Initial Paz=word

(" Generate Password

(" Dizable Password

Define Password: * ITIIITIIL
Confirm Password: * sesssenwe
Last Name: = Kelhy

First Name: Warren

E-Mail Addres=s:

Form of Address:

Language: ﬂ
Activate Accessibilty Feature: [l
Security Policy: Default ﬂ

2. Fill in the data as shown:

e Logon ID - Using your Agency’s domain (DOP in this case) slash (\) username (EX:
DOP\warrenk)

e Password — enter your own. The initial password can be any generic password. The user will
change it to his/her own hardened password at the first log in.

e Last Name and First Name.
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3. Click Save. Clicking on the “Save” button will create the UserlD/Logon ID. Once you’ve done this,
you can manage this Logon ID.
[@ user created

I Search
Search Criteria |User ﬂ All Data Suurcesj ﬂ Advanced Search
Select AII| DeselectAII| Create User| Copy to New User Dele‘tel Unluck| Luck| Generate New Password Export
Type  Status = Logon ID * Hame = Department % Data Source
8 (5 DOPwearrenk Kelly, Warren UME Databas
2] =] =] Row[1]of1 [~ | =] =]

I Details of User DOPwarrenk

Modify

General Information Account Information Contact Infoermation Additional Information Assigned Roles Assigned Groups User Mapping for System Acct

Logen ID: DOPvwarrenk
Last Mame: Kelty
Firzt Name: Warren

E-Mail Addrezs:

Form of Address:

Language:

Activate Accessibility Feature: O

Security Policy: Default

Unique ID: USER.PRIVATE_DATASOURCE.un:DOPwarrenk

Security Administration Handbook v6 Page 105 of 124
Revised: 07/21/2009



Assigning Group Roles to Professional LDAP or UME LogonID’s

Search for a user using the Advanced Search described earlier, select it for editing.

Click on the Assigned Groups tab. You will see all the groups that are already assigned to the user.
This will include default groups, and distribution lists.
Click on the Modify button to enter the edit mode.
Search for the Group to assign to the user in the Available Groups section. Enter the full name of

1.
2.

3.

the group or a part of the name with wildcards such as HR*

Click the Go button. This will show all the Available Groups that meet the search criteria

(HR_HtmIGui_GRP in this example)
Available Portal GROUP Roles.

Portal Bl Reporting GROUP Role:
> BI_REPORTS_GRP

Portal WEBGUI GROUP Role:
» HR_HtmIGui_GRP

Portal E-Recruiting Professional GROUP Roles:

ER_Assessment_GRP
ER_DecentralAdminLimited  GRP
ER_DeCentralJSSupport GRP
ER_DecisionMaker_GRP
ER_ManagerAsRecruiter_GRP
ER_Recruiter GRP
ER_RecruiterLimited_GRP
ER_RecruiterSupport_GRP
ER_RequisitionRequest GRP

VVVVVVYVYYY

I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Information . Account Information

Contact Information

Additional Information

Assigned Roles datssl il Rellifo]

Available Groups

Search Criteria All Data Sources
Select All| Deselect All|
Name

& ER_DecentralAd...
& ER_DeCentrals...
& ER_DecisionMa...
& ER_InternalCan...
& ER_ManagerAs...

z|=|+| Row Elof15 =
Add

Description

qk

Decentralized Adm...

Job Seeker Suppo...

Decision Maker —
My Career—ER G

Manager as Recru...

5

= Data Source

UME Database
UME Database
UME Database
UME Database
UME Database

Assigned Groups

Search Criteria All Data Sources j ER*
Select All | Deselect All|
MName = Description = Dat:
J & Everyone Built-in Group Eve... Buil

J & G-S-HRISD STA...
& Bl_Reports GRP
J & Authenticated U___

Building1 and Buil... LD#
DOP Bl Reports G...  UMI
Built-in Group Aut...  Buil

=)z]-] row|tlera -] -] -]
Remove

Security Administration Handbook v6
Revised: 07/21/2009

Page 106 of 124



I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Information Account Information Ceontact Infermation Additional Infermation Aszzigned Roles Azzigned Groups U=zer Mappinc

Available Groups 5 Assigned Groups

4
Search Criteria All Data Sources @ @ Search Criteria All Data Sources
Select All | Deselect All

[~]
Select All | Deselect Al
Mame % Description = Data Source = Name % Description

J % HR_HtmiGui_GRP DOP HR WebGui Group UME Databaze J & Everyone Built-in Group Eve
J & G-5-Citrix Te=st Group Group establizhec
J & G-5-HRISD STAFF Building1 and Buil
J & G-S-HRMS Security
J & Bl Reportz_GRP DOP Bl Reportz G

|Z] =] =] Row[1]af1 [~ [ =] =] 2] =] =] Row[1]otE |~ | =] =]

6. Click the box to the left of the Group name to select it. The row will be highlighted.
7. Click the Add button to add the Group role to the Assigned Groups section.

I Details of User WarrenKi@DOP.WA.GOV

Save | Cancel

General Information Account Information Contact Information Additional Information Azzigned R

Available Groups Assigned G
Search Criteria |All Data Sources ﬂ hr* Go Search Crite
Select All | Dezelect All Select All |
% Description 2 Data Source S Na

DOP HR WebGui Group UKE Databaze & Ev

3 e
3 o
& o
] & Bl
| Row[1]of1 |~| =] =] BEQ

' Remove |

8. Search and assign any additional Group roles if needed. Steps 4 - 7

9. Click the Save button to save the changes to the user account. The newly assigned Group Role(s)

will be shown in the “Assigned Groups”
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I Detailz of User WarrenkK@DOPWA.GOV

Modify

General Information Account Information Contact Information Additional Information As=zigne

Aszszigned Groups

Search Criteria All Data Sources ﬂ | ] Search Hecursh{et}rﬁ
Name = Description
.% Everyone Buili-in Group Everyone
% G-5-Citrix Test Group Group establizhed to test Citrix
(Hﬂ_mmlsui_e RF‘> DOP HR WebGui Group
% G-3-HRISD STAFF Building1 and Buildings Staff

& G-5-HRMS Security

M= a1 |

Assigning User Admin Single Role to Professional LDAP or UME LogonlID’s

1. Search for a user using the Advanced Search described earlier, select it for editing.

2. Click on the Assigned Roles tab.

3. Click on the Modify button to enter the edit mode.

4. Search for the User Admin role to assign to the user in the Available Roles section. Enter
*User*Admin* in the criteria field

5.

Click the Go button. This will show all the Available Roles that meet the search criteria (User Admin
in this example). Choose the User Admin role.

I Details of User WarrenK@DOP.WA.GOV

Save | Cancel

General Informatiocn Account Information Contact Infermation Additional Information Aszsigned Roles Azsigned Groups User Mapping for System Acces:

Available Roles

Assigned Roles

Search Criteria Al Data Sourc Go Search Criteria All Data Sources ﬂ Go
Select All | Deselect All Select All | Deselect Al
Hame % Description S Data Source = Name = Description S Data So
&7 pcd:portal_content/ad. . User Admin Portal Role

Enter a gearch parameter and choose Go.

=] =] =] row[1]of1 ] =] =] =] =] =] row/[ooro ~| =] =]
m Remove

6. Click the box to the left of the role name to select it. The row will be highlighted.

7. Click the Add button to add the User Admin role to the Assigned Roles section.

8. Click the Save button to save the changes to the user account. The User Admin Role will be shown
in the “Assigned Roles”. The message D User attributes medified will appear at the top of the
screen.
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Mapping to Bl UserID

1. Search for a user using the Advanced Search described earlier, select it for editing.

2. Click on the User Mapping for System Access tab.

3. Click on the Modify button to enter the edit mode.

4. Enter the BIP UserlD (8 digit personnel number including leading zeros) into the Mapped UserlD
field

5. Enter the BIP password for the UserID in the Mapped Password field
NOTE: You will have to know the user’s BIP password. Most likely it will be the initial password that a Bl
User Admin created. If it is a productive password, Bl User Admin should either reset it or ask the user for
their productive Bl password.

6. Click the Save button. The message 1 User atirbutes modified will appear at the top of the
screen.

I Details of User WarrenK@DOP WA.GOV

Save | Cancel

General Infermation Account Information Contact Infermation

System Selection

System: BIPCLMT125 (X} ﬂ Refresh Wh

You chose the SAP reference system. The user ID you enter will be usec
When you change elements of this user mapping, you need to enter a val

Mapping Data

Mapped User Iy 12345678

Mapped Passwsgd:

Refrezh | f‘.IFzﬂrl

7. After a successful mapping you will see an X in the System drop down box BIPCLNT125 (X)

System Selection

System: BIPCLNT12S (X} |+
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Portal LogonID Maintenance

Reset Portal Logon ID Password

You can reset Portal user passwords in two cases:
¢ ESS users (8 digit personnel number)
e NON SSO professional users (domain\username)

NOTE: LDAP e-mail accounts’ passwords are reset by your agency’s Network Administrators this in turn will
change the user’s password to their PC.

NOTE: UME Professional and Personal ESS user account — if there is an email address in the email field of
the account, the new initial password will be sent to the user after you reset it.

NOTE: When you are searching for an ESS User Portal account using the advanced search and no user
comes up, try searching for their full 8-digit personnel number. The user might have changed their name, in
that case you will have to update their name. If the user still does not come up in the search, contact the DOP
Help Desk with the User’s name and full 8-digit personnel number.

1. Search for a user that needs his/her password reset either using the search box, or the Advanced
Search option.
2. Click on the box to the left of the user to select it, the line will become highlighted.

T N - HR

User Administration
Identity Management | Import | Activity Reporis

Identity Management
b

I Search

| History,

Sl

Search Criteria User |~| All Data Sources | ~|/dop\*

Select All| Deselect All| | Create User| Copy to New User |

Delete |

Go| Advanced Search

Unlock | Lock | Generate New Password |

W

Export |

T... Status Logon ID = Name

= Department

&

= Data Source

k13

UME Database

& @

Test, User

dop'testuser

3. Click the Modify Button to enter the edit mode.
]

Save | Cancel

General Information Account Information Contact Information Additional Information Assigned Roles

4]

=]

*

@ Define Initial Password
' Generate Password
' Disable Password

Define Password:

Confirm Password:

Last Name: * Test

First Name: User

E-Mail Address:

4. Enter Define Password and Confirm Password
5. Click the Save button
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Lock/Unlock Portal Logon ID’s

1. Logon to Portal; open your web browser and enter this URL: https://myhrms.wa.gov/irj or
https://wahrms.wa.gov/irj.

2. Search for a user by either entering something in the search box (EX: dop\*) or using the Advanced

Search option.
3. Click the box to the left of the Logon ID to select the user.

A Identity Management - SAP NetWeaver Portal - Microsoft Internet Explorer r:|ﬁ|ﬁ|
Fle Edit View Favorites Tools Help "

eBack - |ﬂ |§| _;\] /'.-\' Search i\/ Favorites <) - k,__' ] -~ _‘ i 3

Address [&] https:/fmyhrms.wa.gov/ir/portal v B Go Links ”
I —— 1R

User Administration
Identity Management | Import | Activity Reports

Identity Management | History,
b
A
I Search ElF
Search Criteria User | ~| All Data Sources | ~| dop\* Go| Advanced Search |

Select All| Deselect All| | Create User| Copy to New User| Delete| Unlock| Lock | Generate New Password |
Export

T.. Statu Logon ID = Name = Department = Data Source
& @ dopitestuser Test User UME Database

9k

To LOCK a specific Portal Logon ID

a. At the search response form, click on the selection box to the left of the desired user’s name and
click the “lock” button

I Search

Search Criteria |User |v||AllData Sources [« ||dopy |3 Bo | Advanced Search |

| Select All || Deselect AII| | Create User || Copy to New User| | I:Ielete| | Unlu:lc(: || Lock ||)3&nerate New Passwurd| Exp

P Status = Logon ID % Name = Depar
¢ dophwkzamplel whkzample1, Markfor

dop'wksample 1

HEE 0 EEH

Security Administration Handbook v6 Page 111 of 124
Revised: 07/21/2009


https://myhrms.wa.gov/irj
https://wahrms.wa.gov/irj

b. You will be prompted to enter a reason for the lock, after entering reason text, click ﬁ

user | dopt* |
| Select Al| Deselect All| || Create User | Copy to New User | | Delete | | | Unlock | Lock | Generate New Password | | | Export|

c.Upon successful lock, a message will appear and the user’s Status Icon will change from Green
Circle to a Blue Diamond.
(@ useriz) locked
I Search

dopv* |
| Select All| Deselect All| || Create User || Copy to New User | | Delete | [| Unlock | Lock || Generate New Password ||| Export |
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To UNLOCK a specific Portal Logon ID

d. Select the box to the left of the Portal Logon ID you want to unlock and click the Unlock button
ABOVE the name.

User | dopv |
| Select Al Deselect Al| || Create User || Copy to New User | | Delete |(| Uniock | tock | Generate New Password | | Export|

=]=]-] HEE

e. You will be prompted to enter a reason for the unlock, after entering reason text, click the Unlock
button BELOW the Reason box.

ISenrdl

User | dopt |
[ Select All| Deselect All] | [ Create User | Copy to New User] | [Defte ] | [ Uniock | Lock | Generate New Password] | [ Expo

f. Upon successful unlock, a . User(s) uniocked message will appear and the user’s status

icon will change to a green ball.
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Delete PORTAL domain\username Accounts (UME)

NOTE: For the process when people leave your agency refer to UserlD Maintenance when

Employees

(ESS/Professional Users) Leave the Agency

1. Logon to HRMS Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.
2. Search for a user using the Advanced Search option.
| search
Search Criteria |User |~||All Data Sources|~|| [ Go[ Advanced Search |
3. Enter Last Name and couple of letters of the first name with an *
4. Click Search
Advanced User Search
| Search | Clear Search Criteria| | Close Advanced Seach |
General Information ; Account Information | Cc
Logon ID: | |
Last Name: \washburn |
First Name: liu* |
E-Mail Address: | |
5. Users will be displayed in the table.

- If your agency is outside the SGN your professional user accounts will be your agency
domain\username such as dop\username (UME)

- If your agency is inside the SGN your professional user accounts will be your agency e-mail

address such as LastFirst@dop.wa.qov (LDAP).
- 8 digit personnel number account could also be displayed. This is an ESS account.

| Select All | Deselect All| | Create User | Copy to New User| | Delete| | Unlock | Lock | Generate New Password | | Export |

e -

T. . = LogonID = Name = Department =

& @ 00000000 WASHBURN, JULIA DOP

& | @ | doplusername Washburn, Julia

& @ LastFirst@dop wa.gov | Washburn, Julia C (DOF) LDAP

6. Click the box to the left of the Logon ID to select the user and click the “delete” button
I Search

Data Source
UME Database

4k

UME Database

BT

Search Criteria User j All Data Sources j dopt® Go| Advanced Searchl

Select All| Deselect All]

Export

T...

-
-

o

= Department

.
-

Statu Logon 1D Mame

dop'testuser Test. User

Create User | Copy to New User |(" Delete| Ynlock| Lock| Generate New Password |

Data Source
UME Database

Gl
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7. Enter the reason for the account deletion and click Delete button.
Identity Management

I
I Search

History,

Search Criteria User |~| All Data Sources|~| dop\* Go| _Advanced Search |

Select All| Deselect All|  Create User| Copy to New User| Delete]
Export

Are you sure you want to delete selected user(s)? Provide a reason for this action.
Message to Users:

éEmployee transfered to another ﬂ
jagency. 5

( _Delete [ Xancel
T... Statu Logon ID = Name = Department
& @ dop\estuser Test, User

Unlock | Lock| Generate Mew Password |

= Data Source

UME Database

8.

@ The selected user has been deleted or cleaned up
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Delete Access from PORTAL E-Mail Account (LDAP)

NOTE: You cannot delete an LDAP e-mail account.

1. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.
2. Click the Advanced Search button

3. Enter the Last name and Couple of letters of the first name with an *, and click the Search button
| searcn

Advanced User Search

| Search [)Clear Search Criteria| | Close Advanced Seach |

TR R RO EIGON, General Information ; Account Information |

Logon ID: | |
Last Name: \Washburn |
First Name: LJu| |

|

E-Mail Address: |
4. Click on the e-mail (LDAP) account
I search EIf

Search Criteria |User |~||All Data Sources|~|[12345678 || o[ Advanced Search |

| Select All | Deselect All| | Create User | Copy to New User| | Delete| |Unlock | Lock | Generate New Password | || Export |

Type Status Logon D = Name = Department = Data Source =
& @ 00000000 Washburn, Julia C. DoP UME Database
& @ LastFirst@dop.wa.gov Washburn, Julia C {(DOP) LDAP
5. Click the Modify button to enter editing mode
6. Click the Assigned Roles tab. If there are any roles you need to delete them.
7. Click on the User Admin role
8. Click the Remove button; the removed role will be moved to the Available Roles section. Remove
any other assigned roles.
General Information , Account Information , Contact Information , Additional Information ; Customized Informatio @ Assigned Roles [DIEIOE
e —
Available Roles Assigned Roles
Search Criteria |All Data Sources|~| [ Go] Search Criteria |All Data Sources |~ [ Go]
| Select All || Deselect All| | Select All| Deselect All|
Name = Description < Data Source B ription < Data Source B
pcd:portal_cont._ User Admin Portal Role
Enter a search parameter and choose Go.
=[] - e ojenoN - | -] = BEER 0 ===
([Remove [}
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General Information , Account Information , Contact Information ; Additional Information , Customized Information

Assigned Roles D=
Available Roles Assigned Roles
Search Criteria [All Data Sources |+ | [ Go] Search Criteria |All Data Sources|~| [ Go]
[ Select All | Deselect Al | | Select Al Deselect Al |
Name % Description % Data Source E Name % Description % Data Source H]
&3 pcd-portal_cont.. User Admin Portal Role —

Enter a search parameter and choose Go.
9. Click on the Assigned Groups tab

10. Click on the All Data Sources drop down and choose UME Database and Click Go

# Contact Information , Additional Information , Customized Information , Assigned RolesC@EERIERRE T D [«]»]=]

Available Groups

Assigned Groups

Search Criteria |All Data Sources [~] | Go| search CriteriaiAll Data Sources |+ (I Go| )
[ Select All | Deselect All| Select All| Dese All Data Sources
Name = Description = Data Source B Name E;I‘:;n Groups Adapter = Data Source =
& | Everyone UME Database Eve...  Built-in Groups Ad...
Enter a search parameter and choose Go. | ER_Assessment.. | Assessment—ER ...  UME Database
& ER_DecisionMa. .. Decision Maker — | UME Database
& DOPDLISD Pla... LDAP
& DOP DL ISD Staff LDAP
Row!Olafo Rowl 1laf1al~T=]z]

11. Click on the Group role

12. Click the Remove button; the removed Group Role(s) will be moved to the Available Groups
section. Remove any remaining Group Roles.

#" Contact Information ; Additional Information , Customized Information ; Assigned Roles g0 S0 ReE 03 =
[ I [

Available Groups Assigned Groups

Search Criteria |All Data Sources [~]

| Go| search Criteria | UME Database [+] [ Go]
| Select Al | Deselect All|

| Select All | Deselect Al |

Name = Description = Data Source B Name

= Description = Data Source =
& | Administrators UME Database
Enter a search parameter and choose Go. Bl_Reports_GRP DOP Bl Reports G...  UME Database
W ER_Assessment..  Assessment—ER .. UME Database
% ER_DecisionMa. .. Decision Maker — ... UME Database
Row|0of0 Row|1]of 4
#" Contact Information , Additional Information ; Customized Information ; Assigned Roles [« ]=]
Available Groups Assigned Groups
Search Criteria |All Data Sources [~ | Go| search criteria|UME Database [~] [ Go]
| select All | Deselect Al | | Select All| Deselect All|
Name = Description + Data Source B Name % Description < Data Source =

& ER DecisionMa_. | Decision Maker — _ | UME Database <= & Administrators
& ER_Assessment . | Assessment— ER . | UME Database
& Bl_Reports GRP | DOP Bl Reports G... | UME Database

UME Database
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13. Click the User Mapping for System Access
14. Click the Clear button to clear the mapping
15. Click the Save button.

([save[)rancel 13

15 #" Additional Information ; Customized Information , Assigned Roles ; Assigned Groups G ERNET ol {e] gy =) =0

System Selection

System: SAP_BW (X)|~| Why are some systems missing?

You chose the SAP reference system. The user ID you enter will be used for Single Sign-On to several or all SAP systems.
When you change elements of this user mapping. you need to enter a valid password to prove your identity.

Mapping Data

Mapped User ID: ?123456?8
Mappeffassword:

[Refresh | Clear |

Non-Professional Users (ESS Users) Leave State Employment — Employee Status
Is Withdrawn:

HRMS PORTAL:

1. Logon to Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj
2. Search for a user by entering the 8 digit personnel number in the Search Box
| searcn Sl

Search Criteria |User |~||All Data Sources|~|{12345678 ‘[ Go|[ Advanced Search |

[ Select All| Deselect All| | | Create User| Copy to New User| | Delete| | Unlock | Lock | Generate New Password || | Export |

1k

T... Statu: Logon ID = Name = Department = Data Source

Enter a search parameter and choose Go.

3. Click on the Name of the User and click the Delete button
I Search ElT]

Search Criteria |User |~|/All Data Sources |+|[12345678 |[ Go|[ Advanced Search |

[ Select All | Deselect All| [ Create User|| Copy to New User [(J Delete [ )] Unlock [ Lock [ Generate New Password | | Export |

Ty, < D = Name < Department < Data Source =
& @ 12345678 User, Test UME Database
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4. Enter the reason for deletion and click the Delete button.

I Search El

Search Criteria User || All Data Sources|~| 12345678 || Go|[ Advanced Search |

[ Select All | Deselect All| | Create User || Copy to New User| | Delete| | Unlock || Lock | Generate New Password | | Export |

Are you sure you want to delete selected user(s)? Provide a reason for this action.
Message to Users:

Employee is withdrawn E
Delete | Zancel
Ty... Statu: Logon ID = Name = Department = Data Source
] <] 12345678 User, Test UME Database

5. After successful deletion, the following message will be displayed.

@ The selected user has been deleted or cleaned up
| Search

Search Criteria User |=| All Data Sources|~|/12345678

Professional Users Transfer out of the Agency or
Professional Users Become Non-Professional Users (ESS Users):

HRMS PORTAL domain\username UME account:

1. Logon to HRMS Portal; https://myhrms.wa.gov/irj or https://wahrms.wa.gov/irj.
2. Search for a user using the Advanced Search option.
| search
Search Criteria |User |=||All Data Sources |~ || [ Go[ Advanced Search |

3. Enter Last Name and couple of letters of the first name with an *
4. Click Search

Advanced User Search

| Search | Clear Search Criteria| | Close Advanced Seach |

L IE RV =s0 N, General Information ( Account Information , Cc

Logon ID: | |
Last Name: lwashburn |
First Name: liu* |

|

E-Mail Address: |

5. Users will be displayed in the table.
- If your agency is outside the SGN your professional user accounts will be your agency
domain\username such as dop\username (UME)
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- If your agency is inside the SGN your professional user accounts will be your agency e-mail
address such as LastFirst@dop.wa.gov (LDAP).

- 8 digit personnel number account could also be displayed. This is an ESS account.

| Select All| Deselect All| | Create User | Copy to New User| | Delete| | Unlock || Lock | Generate New Password | | Export |
T.. ... % LogonID s Name % Department = Data Source =
& @ | 00000000 WASHBURN, JULIA DOP UME Database
& @ dop\username Washburn, Julia UME Database
& @ LastFirst@dop.wa.gov | Washburn, Julia C (DOP) LDAP
6. Click the box to the left of the Logon ID to select the user and click the “delete” button
FY
I Search ElC =
Search Criteria User |~| All Data Sources | ~| dop\* Go| Advanced Search]|
Select All| Deselect All| | Create User| Copy to New User{  Delete| ) Unlock| Lock | Generate New Password |
Export ~
T... Statu Logon D = MName = Department = Data Source =
@  dopitestuser Test, User UME Database
7. Enter the reason for the account deletion and click Delete button.
Identity Management | History, £
¥
B
I Search E

Search Criteria User  ~||All Data Sources|~| dop\* Go| Advanced Search |

Select All| Deselect All|

Export

Create User| Copy to New User| Delete]

Unlock | Lock| Generate Mew Password |

Are you sure you want to delete selected user(s)? Provide a reason for this action.
Message to Users:

éEmployee transfered to another ﬂ
jagency.

( Delete )Cancel
T... Statu Logon ID = Name = Department = Data Source =
& @  dop\testuser Test, User UME Database

8. Upon successful deletion, the following message will appear at the top of the User List.

@ The selected user has been deleted or cleaned up
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HRMS PORTAL e-mail LDAP account:

NOTE: You cannot delete an LDAP e-mail account.

1. Logon to Portal; https://myhrms.wa.qgov/irj or https://wahrms.wa.gov/irj.
2. Click the Advanced Search button

3. Enter the Last name and Couple of letters of the first name with an *, and click the Search button
| Search

Advanced User Search

| Search [)Clear Search Criteria| | Close Advanced Seach |

IRV RNz, General Information ;  Account Information |

Logon ID: | |
Last Name: [Washburn |
First Name: “Juf| E

|

E-Mail Address: |
4. Click on the e-mail (LDAP) account

| searcn

EO

Search Criteria |User |~||All Data Sources|~|[12345678 |[ Go|[ Advanced Search |

| Select All | Deselect All| | Create User | Copy to Mew User| | Delete| | Unlock | Lock | Generate New Password | || Export |

Type Status Logon D = Name = Department = Data Source =
& @ 00000000 Washburn, Julia C. DoP UME Database
i @ LastFirst@dop.wa.gov Washburn, Julia C (DOP) LDAP

5. Click the Modify button to enter editing mode

6. Click the Assigned Roles tab. If there are any roles you need to delete them.
7. Click on the User Admin role

8. Click the Remove button; the removed role will be moved to the Available Roles section. Remove
any other assigned roles.

General Information , Account Information , Contact Information , Additional Information , Customized Informatio @ Assigned Roles [DIIEIOE]
e ————

Available Roles Assigned Roles

Search Criteria |All Data Sources|~| [ Go] Search Criteria |All Data Sources|~| | Gol
| Select All || Deselect All| | Select All| Deselect All|
Name + Description < Data Source B ription < Data Source ]
ped:portal_cont._. User Admin Portal Role

Enter a search parameter and choose Go.

BBl - 0 E=8 _1owo EEE
R 70 f 1
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General Information , Account Information , Contact Information ; Additional Information , Customized Information

Assigned Roles D=
Available Roles Assigned Roles
Search Criteria [All Data Sources |+ | [ Go] Search Criteria |All Data Sources|~| [ Go]
[ Select All | Deselect Al | | Select Al Deselect Al |
Name % Description % Data Source E Name % Description % Data Source H]
&3 pcd-portal_cont.. User Admin Portal Role —

Enter a search parameter and choose Go.
9. Click on the Assigned Groups tab

10. Click on the All Data Sources drop down and choose UME Database and Click Go

# Contact Information , Additional Information , Customized Information , Assigned RolesC@EERIERRE T D [«]»]=]

Available Groups

Assigned Groups

Search Criteria |All Data Sources [~] | Go| search CriteriaiAll Data Sources |+ (I Go| )
[ Select All | Deselect All| Select All| Dese All Data Sources
Name = Description = Data Source B Name E;I‘:;n Groups Adapter = Data Source =
& | Everyone UME Database Eve...  Built-in Groups Ad...
Enter a search parameter and choose Go. | ER_Assessment.. | Assessment—ER ...  UME Database
& ER_DecisionMa. .. Decision Maker — | UME Database
& DOPDLISD Pla... LDAP
& DOP DL ISD Staff LDAP
Row!Olafa Rowl 1laf1al~T=]z]

11. Click on the Group role

12. Click the Remove button; the removed Group Role(s) will be moved to the Available Groups
section. Remove any remaining Group Roles.

#" Contact Information ; Additional Information , Customized Information ; Assigned Roles g0 S0 ReE 03 =
[ I [

Available Groups Assigned Groups

Search Criteria |All Data Sources [~]

| Go| search Criteria | UME Database [+] [ Go]
| Select Al | Deselect All|

| Select All | Deselect Al |

Name = Description = Data Source B Name

= Description = Data Source =
& | Administrators UME Database
Enter a search parameter and choose Go. Bl_Reports_GRP DOP Bl Reports G...  UME Database
W ER_Assessment..  Assessment—ER .. UME Database
% ER_DecisionMa. .. Decision Maker — ... UME Database
Row|0of0 Row|1]of 4
#" Contact Information , Additional Information ; Customized Information ; Assigned Roles [« ]=]
Available Groups Assigned Groups
Search Criteria |All Data Sources [~ | Go| search criteria|UME Database [~] [ Go]
| select All | Deselect Al | | Select All| Deselect All|
Name = Description + Data Source B Name % Description < Data Source =

& ER DecisionMa_. | Decision Maker — _ | UME Database <= & Administrators
& ER_Assessment . | Assessment— ER . | UME Database
& Bl_Reports GRP | DOP Bl Reports G... | UME Database

UME Database

Security Administration Handbook v6 Page 122 of 124
Revised: 07/21/2009



13. Click the User Mapping for System Access
14. Click the Clear button to clear the mapping

15, Click the Save button.
([Save]xancel 13
15 #" Additional Information ; Customized Information , Assigned Roles ; Assigned Groups G ERNET ol {e] gy =) =0

System Selection

System: SAP_BW (X)|~| Why are some systems missing?

You chose the SAP reference system. The user ID you enter will be used for Single Sign-On to several or all SAP systems.
When you change elements of this user mapping. you need to enter a valid password to prove your identity.

Mapping Data

Mapped User ID: ?123456?8
Mappeffassword:

Employee has a Name Change

NOTE: When an employee has a name change and the HCM personnel master record is updated, this change
does not update the ESS User account (8 digit personnel number) or the UME professional account
(domain/username) for that employee in the Portal. The Agency User Administrator must manually go into the
Portal and change the employee’s name on the ESS account, and recreate the Professional UME account with
the new name and logonlID.

Changing the Name in the ESS or domain\username (UME) Portal Account

1. Logon to Portal; https://myhrms.wa.goV/irj or https://wahrms.wa.gov/irj
2. 'Irype in the user’s 8digit personnel number in the search box for ESS user account
Search

Search Criteria |User |~/ All Data Sources|~|:00000000| ‘| Go|[ Advanced Search |

3. Click the Go button

| searcn

Search Criteria Usar = All Dala Sources (= D000ODO00 l Go !l Agvanced Search

| Seiect All | Deselect Al | | Create User | Copy to New User | | Delete Unlock | Lock | Generate New Password | - Export

Type Sta = LogoniD $ Name < Depanment S Data Source
& ® 00000000 Doe. Jane UME Database
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4. Click on the user. The line with be highlighted in orange and the detals will be displayed below
[ Select At | Deselect At | [ Create User| Copy to New User | { Delete ] { Uniock | Lock | Generate New Passwors | | Export]

Logon 0. 00000000
Last Name Doe

Flrst Name. Jane
E-Mail Adaress

5. Click on the Modify [Modity| hytton

| petais of user 00000000

|o al
Lopen 10" L"!’Bﬂ‘i’i’,‘)—!
‘s Define nital Password
- Dsable Password

Last Name * Doe
Frst Name' [Jane |
6. Edit the Last and/or First name
Last Name: * fJackson E
First Name: \Jane |
E-Mail Arddress: | |

7. Click Savel Save|

Changing the LogonID for the domain\username (UME) Portal Account

NOTE: In order to change the LogonID in the UME Professional Portal account (domain\username) you will have
to create a new Professional Portal account assign roles/group roles, and map to Bl. Then delete the old
Professional Portal account with the old name.
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